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ABSTRACT
Dynamic network data are often encountered in social, biological, and engineering domains. There are
two types of variability in dynamic network data: variability of natural evolution and variability due to
assignable causes. The latter is the “change” referred to in this article. Accurate and timely change detec-
tion from dynamic network data is important. However, it has been infrequently studied, with most of the
existing research having focused on community detection, prediction, and visualization. Change detection
is a classic research area in Statistical Process Control (SPC), and various approaches have been developed
for dynamic data in the form of univariate or multivariate time series but not in the form of networks. We
propose a Network State Space Model (NSSM) to characterize the natural evolution of dynamic networks.
For tractable parameter estimation of the NSSM, we develop an Expectation Propagation algorithm to pro-
duce an approximation for the observation equation of the NSSM and then use Expectation–Maximization
integrated with Bayesian Optimal Smoothing to estimate the parameters. For change detection, we further
propose a Singular Value Decomposition (SVD)-based method that integrates the NSSM with SPC. A real-
world application on Enron dynamic email networks is presented, in which ourmethod successfully detects
two known changes.

1. Introduction

In many data-rich domains, data exist in the form of a net-
work that consists of nodes and edges. Typical examples include
social networks, gene networks, brain networks, and supply net-
works. A network naturally evolves over time: people’s interac-
tions in a social network may occur with increasing frequency
as they become acquainted with each other; functional connec-
tivity of a human brain may become increasingly sparse with
aging; a supply networkmay have seasonality. This leads to time
series networks, also referred to as dynamic networks in this
article. Dynamic NetworkModeling (DNM) has been a popular
research area in Computer Science (CS) in recent years (Sarkar
and Moore, 2005; Hanneke et al., 2010; Xing et al., 2010; Ho
et al., 2011; Hoff, 2011; Lee and Priebe, 2011; Yang et al., 2012;
Abbe and Sandon, 2015). Most of the methods reported in the
literature have extended previously developed models on cross-
sectional or static network data (i.e., data in the form of a net-
work at a single time point or at an aggregate view) to temporal
models. DNM is typically used for community detection, pre-
diction, characterization of temporal trends, and visualization.

In addition to the variability of natural evolution, another
type of variability in dynamic network data is associated with
assignable causes. The latter variability is what we refer to as
“changes” in this article. Examples of assignable causes include
preparation for a terrorist attack that leads to changes in the
social network of members of the terrorist group, a brain
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disease that leads to changes in a person’s brain connectivity net-
work, and new government regulation that leads to changes in
a supply network. Accurate and timely change detection from
dynamic network data is of critical importance in many practi-
cal domains: it can generate alerts for a potential terrorist attack,
preparing the authorities and people to properly respond; it can
detect the onset of a brain disease,making treatment and disease
management more effective. However, change detection has not
been effectively addressed in the existing DNM research.

Change detection is a classic research area in Statistical Pro-
cess Control (SPC;Montgomery (2007)). Numerous approaches
have been developed for change detection from univariate or
multivariate time series data (Berthouex et al., 1978; Dooley
et al., 1986; Alwan and Roberts, 1988; Dooley and Kapoor, 1990;
Apley and Shi, 1999) but not from time series networks. Change
detection from network data has been studied by a number of
researchers in recent years. Most of the research shares a simi-
lar logical procedure that first extracts aggregated measures of
network topology (e.g., density, degree, clustering coefficient,
and scan statistics) and then treats these measures as univari-
ate or multivariate data to which conventional SPC approaches
become immediately applicable (Priebe et al., 2005; McCulloh
and Carley, 2011; Marchette, 2012; Neil et al., 2013; Park et al.,
2013; Jancee and Radha, 2014). A different line of work moni-
tors the formationmechanism of network topology. Specifically,
Azarnoush et al. (2016) proposed a method that relates the edge
probability to node attributes using a logistic regression and
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formulates a likelihood ratio test to detect changes in the regres-
sion coefficients. However, in all of the aforementioned research,
network data collected at different temporal snapshots are not
treated as a time series but rather as independent observations;
i.e., the natural evolution of the dynamic networks is not mod-
eled in the development of the change detection methods.

In this article, we study change detection from dynamic (i.e.,
time series) network data. There are two essential steps in the
methodological development: First, we need to develop a model
capable of characterizing the natural evolution of dynamic
networks with high accuracy. This provides a baseline model
against which changes can be detected. Second, we need to
develop a change detection method capable of combining the
baseline model with new data in a principled way, in order to
detect changes with statistical rigor. Additionally, as the baseline
model developed in the first step is used in the change detection
in the second step, it is important that the baselinemodel takes a
form that not only ensures high accuracy in fitting the network
data with natural evolution but also facilitates detection of vari-
ous changes in new data.

To serve the purpose of the first step, we propose a State Space
Model (SSM), called the Network SSM (NSSM), to characterize
the natural evolution of dynamic networks by attributing the
observed network evolution to the evolution of latent state
vectors that represent the “connective propensities” of nodes.
The connective propensity of a node reflects the propensity of
the node to connect with other nodes. SSM is a classic modeling
approach for multivariate time series data when the data are
noisy and directly characterizing the evolution of the observed
data becomes difficult (Shi, 2006). These conditions are clearly
true for network data. In addition, defining the latent state
vectors to be the connective propensities of nodes in the NSSM
shares a similar idea to one proposed by Azarnoush et al. (2016)
that elucidates the formation of edges in the networks; i.e., two
nodes with similar connective propensities should be more
likely to have an edge. The difference is that the method in
Azarnoush et al. (2016) requires the connective propensities to
be observed attributes of the nodes, whereas the NSSM assumes
the connective propensities to be latent state vectors. As the state
vectors are not observed, we have the flexibility of assuming
their probability distribution to make the subsequent modeling
more convenient. Specifically, we assume that the state vectors
are multivariate Gaussian, and their temporal evolution is char-
acterized by a linearMarkovian state equation. Also, we propose
a novel observation equation of the NSSM to link the state vec-
tors of nodes to the observed edges in the network at each time
point. The observation equation takes a unique “factor product”
form, which allows us to further develop an Expectation Propa-
gation (EP) algorithm to adequately approximate the functional
form of the observation equation by a multivariate Gaussian
distribution of the state vectors. Utilizing the approximation,
parameter estimation for the NSSM becomes tractable. For
parameter estimation, we adopt the Expectation–Maximization
(EM) framework but develop a Bayesian Optimal Smoothing
(BOS) algorithm to compute the expectation in the E-step that
suits the NSSM. We call this integrated algorithm an EM-BOS
algorithm in this article.

Furthermore, after an NSSM is estimated from dynamic
network data with natural evolution, we propose to integrate

the NSSM into the logical procedure of SPC to monitor incom-
ing new networks and detect changes. Specifically, we propose
to compare a predicted covariance matrix of the state vector
at each new time point t∗ using the NSSM with an estimated
covariance matrix solely using the network data at t∗. We define
a distance metric between the two covariance matrices as the
Euclidean distance between the first singular vectors obtained
from a Singular Value Decomposition (SVD) on each matrix
and monitor this distance metric in an SPC control chart. The
first singular vector of a covariance matrix is the most informa-
tive in terms of characterizing the structure of the covariance
matrix. This makes the proposed change detection method
capable of detecting various structural changes in the network.

Finally, we would like to stress that the NSSM is flexi-
ble in the sense that it can be easily extended to model a
broad spectrum of network data and to integrate network and
non-network data, such as networks with hyper-edges, multi-
dimensional networks, and integration of node attributes and
external/environmental factors with network data. This would
allow for monitoring and change detection in a variety of appli-
cation domains.

The contributions of this article are summarized as follows:
1. We study an important problem of change detection

from dynamic network data, which has been missed by
the existing DNM research in CS and the existing change
detection research in SPC.

2. We propose an NSSM for modeling the natural evolu-
tion of dynamic network data, while conventional SSM
focuses on multivariate data.

3. We develop an EP algorithm to approximate the obser-
vation equation of the NSSM, which enables tractable
parameter estimation for the NSSM.

4. We develop an EM-BOS algorithm for the parameter
estimation, in which a BOS algorithm is developed to
tackle themathematical and computational challenges in
the E-step of the EM framework.

5. We integrate the NSSM with SPC and develop an SVD-
based method for monitoring and change detection of
dynamic network data.

6. We demonstrate the performance of the NSSM by
extensive simulation experiments and a real-world
application.

2. Literature review

2.1. Networkmodeling

This is a popular research area in CS, with most examples
and applications investigating social networks. Early research
focused on static networks. Due to the static nature, the research
typically modeled the network at a single time point or at an
aggregate view.Classic approaches include the Exponential Ran-
dom Graph Model (ERGM) and extensions (Frank and Strauss,
1986; Robins and Pattison, 2005; Wasserman and Robins, 2005;
Snijders, 2006), which are descriptive in nature, and the Stochas-
tic Block Model (SBM) and extensions (Robins and Pattison,
2005; Snijders, 2006), which aim for community detection.
Another popular approach is the Latent SpaceModel (LSM;Hoff
et al. (2002); Globerson et al. (2007); Handcock et al. (2007),
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Miller et al. (2009)). LSMworks by embedding nodes of the net-
work into a low-dimensional latent space, in which the relative
positions of the nodes reflect their relationship in the observed
network. LSM is flexible in the sense that once the latent posi-
tions of the nodes are estimated, they can be used to achieve var-
ious goals such as visualization, community detection, and link
prediction.

DNM has attracted a considerable amount of attention in
recent years. Research has been performed to extend the mod-
els previously developed for static networks to the modeling of
time series data in the form of networks. For example, a tem-
poral ERGM (TERGM; Hanneke et al. (2010)) was developed as
an extension to the original static ERGM. The static ERGM con-
siders the probability distribution of the network to be one from
the exponential family, in which the sufficient statistics are pre-
defined graph statistics, such as the number of edges, number of
k-stars, and number of triangles. In the TERGM, the sufficient
statistics are defined on two successive networks to characterize
their temporal evolution, such as the stability, reciprocity, and
transitivity statistics. Also, severalmethods have been developed
to extend the static SBM to temporal models. Xing et al. (2010)
and Ho et al. (2011) proposed temporal extensions of a mixed-
membership version of the static SBM using linear SSMs for
the real-valued class memberships. Yang et al. (2011) proposed
a temporal extension of the static SBM that explicitly models
nodes changing between classes over time by using a transi-
tion matrix that specifies the probability that a node in class i
at time t switches to class j at time t +n1. In addition, temporal
LSMs for dynamic networks have been developed. Hoff (2011)
proposed a dynamic latent factor model that is analogous to an
eigenvalue decomposition with time-invariant eigenvectors and
time-varying eigenvalues. Themodel is applicable tomany types
of data in the form of multi-way arrays, including dynamic net-
works. Lee and Priebe (2011) proposed a latent process model
for multi-relational dynamic networks using random dot prod-
uct spaces. Sarkar and Moore (2005) proposed to embed nodes
of the dynamic networks into a p-dimensional Euclidian latent
space and use a temporial transition model to prohibit large
movement of each node along successive time points. The goals
of the aforementioned dynamic network models include char-
acterization of the temporal trend, prediction, and visualization
but not change detection.

2.2. Monitoring and change detection in SPC

Two areas of research that are related to this article are SPC for
time series data and SPC for network data. Numerous SPC con-
trol charts have been developed for univariate and multivari-
ate time series data (Berthouex et al., 1978; Dooley et al., 1986;
Alwan and Roberts, 1988; Dooley and Kapoor, 1990; Apley and
Shi, 1999; Kim et al., 2007; Lee et al., 2009). These methods are
not applicable to time series in the form of networks. On the
other hand, SPC methods for network data have been devel-
oped by a number of researchers in recent years. Most existing
research applies SPC to aggregated measures of network topol-
ogy, such as density, number of triangles, global clustering coeffi-
cient, and scan statistics (Priebe et al., 2005; McCulloh and Car-
ley, 2011; Marchette, 2012; Neil et al., 2013; Park et al., 2013).
Azarnoush et al. (2016) recently developed a method with a

different perspective, monitoring the formation mechanism of
a network topology. By attributing the formation of network
topology to attributes of the nodes, the method adopts a logistic
regression to link the probability of an edge with the attributes
of the nodes to which this edge connects and uses a likelihood
ratio test to detect changes. However, all of the aforementioned
SPC methods for network data do not consider the networks to
be time series but rather independent observations.

3. Overview of the proposedmethodology

Figure 1 shows the proposed methodological framework. Two
key components of the methodological development are the
development of the NSSM, which is presented in Section 4,
and the development of the change detection method by inte-
grating the NSSM and SPC, which is presented in Section 5.
Furthermore, Section 6 presents simulation experiments and a
real-world application. Section 7 presents the conclusion.

4. NSSM for characterizing the natural evolution of
dynamic networks

In this section, we first present the mathematical formulation of
the NSSM (Section 4.1). Then, we present the development of
an EP algorithm for approximating the observation equation of
the NSSM, in order to preserve tractability in parameter estima-
tion of the NSSM (Section 4.2). Next, we discuss several exten-
sions of the NSSM to model various types of network data and
incorporate non-network data with network data (Section 4.3).
Finally, we present the development of an EM-BOS algorithm
for parameter estimation of the NSSM (Section 4.4).

4.1. Model formulation

A general SSM includes a state equation and an observation
equation. The state equationmodels the dynamics of latent state
variables. The observation equation links the latent state vari-
ables with observational data. In the proposedNSSM, a network
observed at time t is represented by Gt = {v, yt}, where v is a
set of n nodes and yt consists of the edges. In this article, we
focus on unweighted undirected networks. Thus, each edge in
yt ; i.e., yi j,t , is treated as a Bernoulli random variable and i < j.
Furthermore, based on the notion that the probability of hav-
ing an edge between two nodes should be related to the states
of the nodes, we propose one state variable for each node, xi,
i = 1, . . . , n. The xi reflect a node’s propensity of interacting
with others, called the “connective propensity” in this article. Let
xt = (x1t , . . . , xnt )T be the state vector at time t . The temporal
evolution of the state vector can be represented by a linearmodel
(1), which is the state equation of the NSSM:

xt = At−1xt−1 + qt−1. (1)

where qt−1 ∼ N(0,Qt−1) and At−1 is a matrix of linear coeffi-
cients. The initial state vector is assumed to follow a zero-mean
multivariate Gaussian distribution; i.e., x1 ∼ N(0,�). To link
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Figure . Proposed methodological framework.

the state vector with the network data at time t , an “ideal” obser-
vation equation can take the following form:

pideal
(
yi j,t = 1 |xit , x jt

) =
{
1 if xitx jt > 0

0 if xitx jt < 0
. (2)

That is, there is an edge between two nodes if their
respective states have the same sign. Equation (2) is called
the “ideal” observation equation, as it does not consider
the measurement noise in network data. To account for the
measurement noise, we propose the following observation
equation:

p
(
yi j,t = 1 |xit , x jt

) =
∫∫

pideal
(
yi j,t = 1 |xit + δi, x jt + δ j

)
N

× (
0, σ 2

δ

)
N
(
0, σ 2

δ

)
dδidδ j,

where δi, δ j ∼ N(0, σ 2
δ ) represents measurement noise.

Through some algebra, we can simplify it into

p
(
yi j,t = 1 |xit , x jt

) = φ

(
xit
σδ

)
φ

(
x jt

σδ

)
+
{
1 − φ

(
xit
σδ

)}

×
{
1 − φ

(
x jt

σδ

)}
, (3)

where φ(·) is the Cumulative Density Function (CDF) of the
standard normal distribution. To understand the properties of
Equation (3), we plot the probability contours of Equation (3)
with two noise levels in Fig. 2. The observations are as follows:
(i) nodes whose states have the same sign have a higher prob-
ability of having an edge than nodes having opposite signs; (ii)
the magnitude of states affects the probability of having an edge
in a positive way if the states of two variables have the same sign;
i.e., the greater themagnitude, the higher the probability, but in a

Figure . Probability contour plots of the proposed observation equation in Equation () with two different measurement noise levels: (a) σ
δ

= 1 and (b) σ
δ

= 3.
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negative way if the states have opposite signs; and (iii) the proba-
bility of having an edge decreases as themeasurement noise level
increases.

Finally, based on the edge-specific observation equation in
Equation (3) and the assumption that the edges are independent
of each other given the states of their respective nodes, we can
write the observation equation of the network as follows:

p
(
yt |xt

) =
∏
i j

p
(
yi j,t |xit , x jt

)
. (4)

4.2. Approximation of the observation equation by
an EP algorithm

Although the observation equation in Equation (4) adequately
models network data, it does not allow tractable parameter
estimation and inference. To ensure tractability, we consider
p(yt |xt) as a function of xt when the network yt is observed
and approximate p(yt |xt) by a multivariate Gaussian distribu-
tion of xt . The fact that the observation equation is composed of
Gaussian CDFs also supports the validity of a Gaussian approx-
imation. Among the approximation algorithms such as Laplace
(Shun and McCullagh, 1995), variational Bayes (Cevher et al.,
2008), and EP, EP is known to work well when the original/exact
distribution takes the form of a factor product (Minka (1999);
please see a brief introduction to EP in the Online Supplement).
This makes EP an ideal choice for our case, as the joint distribu-
tion of the edges in a network can be written as a product of the
edges’ respective distributions based on the observation equa-
tion in Equation (4).We develop an EP algorithm to find aGaus-
sian approximation for the observation equation of the NSSM.
The result is presented in Proposition 1 and the detailed deriva-
tion for finding the approximation is provided in the Appendix.

Proposition 1. A Gaussian approximation for the observation
equation p(yt |xt) in the NSSM is given by

p
(
yt |xt

) ≈ N
(
xt |0,�−1

t
)
,

where �t is a function of yt and σδ and is found by EP.

4.3. Model extensions

The NSSM proposed in Section 4.1 can be extended in several
ways to allow it to model a broad spectrum of network data and
to integrate network and non-network data. Specifically, we pro-
pose four extended NSSM as follows:

1. Networks with hyper-edges: An edge connects two nodes,
whereas a hyper-edge can connect/include any number
of nodes. An edge characterizes only pair-wise inter-
actions, but a hyper-edge can characterize the complex
interaction between the members in a group; e.g., peo-
ple attending the same meeting. A network consisting
of hyper-edges is called a hypergraph (Kalman, 1960).
Many social networks and biological networks take the
form of a hypergraph. To model a hypergraph, we can
use the same state equation as Equation (1) but modify
the observation equation as follows: Let ek be a hyper-
edge that connects/includes nodes {xk1 , . . . , xkn}. Then,
we adopt the same idea as in Equation (2) and assume
that there is a hyper-edge on the nodes if the nodes’

respective states have the same sign; that is,

pideal
(
ek,t = 1 |xk1,t , . . . , xkn,t

)
=
{
1 if sign

(
xk1,t

) = · · · sign (xkn,t)
0 otherwise

.

Furthermore, considering measurement noise in net-
work data, we can obtain the observation equation in a
similar format to Equation (4):

p
(
ek,t = 1 |xk1,t , . . . , xkn,t

)
= φ

(
xk1,t
σδ

)
× · · · × φ

(
xkn,t
σδ

)

+
{
1 − φ

(
xk1,t
σδ

)}
× · · · ×

{
1 − φ

(
xkn,t
σδ

)}
.

(5)

2. Multi-dimensional networks: At each time t there may
be more than one network for the same set of nodes.
For example, a group of people may interact with each
other through multi-media such as phone call, email,
Facebook, and twitter. We call each of these networks a
“dimension” in this article. To model multi-dimensional
networks, we can use the same state equation as Equa-
tion (1) but have one observation equation for each
dimension of the networks. This is to assume the multi-
dimensional networks to be different realizations for the
underlying social propensities (i.e., states) of the nodes.
Specifically, the observation equation for the kth dimen-
sion of the networks is

p
(
y(k)
i j,t = 1 |xit , x jt

)
= φ

(
xit
σ

(k)
δ

)
φ

(
x jt

σ
(k)
δ

)

+
{
1 − φ

(
xit
σ

(k)
δ

)}{
1 − φ

(
x jt

σ
(k)
δ

)}
,

k = 1, . . . ,K. (6)

If any of the dimensions is a hypergraph, Equation (5)
can be used as the observation equation corresponding
to that dimension.

3. Incorporation of node attributes: In addition to the
dynamic network data, we may have multivariate data
of a set of attributes for each node, zi, such as age, gen-
der, and education background. The attributes of a node
typically do not change over time, so we can incorpo-
rate them into the initial state of the NSSM by using
them to define the covariance matrix of the initial state
vector; i.e., �i j = κ(zi, z j). κ(·) is an appropriate kernel
function. This is to consider that two nodes with simi-
lar attribute profiles should have more correlated initial
states.

4. Incorporation of external/environmental factors: External
factors may affect the connective propensities (i.e., the
states) of some or all of the nodes in the network. For
example, in a social network, external factors may be
regulation or political climate; in a biological network,
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external factors may be exposure to environmental haz-
ards or a disease process. External factors, denoted by
ut−1, can be incorporated into the state equation as xt =
At−1xt−1 + Bt−1ut−1 + qt−1.

4.4. Parameter estimation for the NSSMby an EM-BOS
algorithm

In this section, wewill discuss parameter estimation for the basic
NSSM in Equations (1) and (4), leaving the parameter estima-
tion for the four extended NSSMs discussed in Section 4.3 for
future work. The parameters in the NSSM include At−1, Qt−1,
and σ 2

δ . Given that network data have been collected at τ past
time points; i.e., [yT1 , . . . , yTτ ]T , our objective is to estimateAt−1,
Qt−1, t = 2, . . . , τ , and σ 2

δ from the the data. σ 2
δ is the vari-

ance of measurement noise. As it is just a scalar, we will treat it
as a tuning parameter and use a simple line search to select it.
This will avoid complicated mathematical estimation. At−1 and
Qt−1 are n × nmatricies that cannot be treated as tuning param-
eters and need to be estimated from data. Treating the At−1
and Qt−1 at different time points as different parameters results
in a saturated model that is of little use. To tackle this prob-
lem, a general principle in SSM is to represent the time-varying
parameters as functions of a small set of hyper-parameters, θ;
i.e., At−1 = At−1(θ) and Qt−1 = Qt−1(θ). At−1(·) and Qt−1(·)
are functions of θ given by domain knowledge. In this article, we
focus on the functions that are time-unvarying, which reduces
the parameters to A and Q. To estimate A and Q, we adopt the
EM framework that treats y = [yT1 , . . . , yTτ ]T as the observed
data and x = [xT1 , . . . , xTτ ]T as the missing data. EM is an iter-
ative procedure for finding the maximum likelihood estimates
of model parameters from data with missing values (Dempster
et al., 1977). It iterates between an E-step that finds the expec-
tation of the complete-data log-likelihood with respect to the
missing data given the observed data and the current parame-
ter estimates and an M-step that finds parameter estimates that
maximize the expectation in the E-step. Under the EM frame-
work, the complete-data log-likelihood function of the NSSM
is

l
(
A,Q|y, x) = log p

(
y, x|A,Q

) = log p (x|A,Q) + log p
(
y|x)

=
τ∑

t=2

log p(xt |xt−1,A,Q) + log p (x1)

+
τ∑

t=1

log p
(
yt |xt

)
. (7)

Using the state equation and the EP approximation for
the observation equation and omitting constants, Equation (7)
becomes

l(A,Q|y, x) = − (τ − 1)
2

log |Q| − 1
2

τ∑
t=2

(xt − Axt−1)
TQ−1

×(xt − Axt−1) − 1
2
xT1 �−1x1 − 1

2

τ∑
t=1

xt T�txt .

In the E-step, we compute the expectation of l(A, Q|y, x)
with respect to x, given y and the A and Q estimated from the
previous iteration, A∗ andQ∗; that is,

f (A,Q)
�= Ex|y,A∗,Q∗

{
l
(
A, Q|y, x)} = Ex|y,A∗,Q∗

×

⎧⎪⎨
⎪⎩

− (τ−1)
2 log |Q| − 1

2
∑τ

t=2 tr
(
(xt − Axt−1)

TQ−1

× (xt − Axt−1))

− 1
2 tr
(
xT1 �−1x1

)− 1
2
∑τ

t=1 tr
(
xt T�txt

)
⎫⎪⎬
⎪⎭ ,

(8)

where tr(·) is the trace operator. Using the communicative prop-
erty of expectation and trace, Equation (8) can be furtherwritten
as

f (A,Q) = − (τ − 1)
2

log |Q| − 1
2

τ∑
t=2

tr
(
stQ−1 − Ast−1,tQ−1

−st−1,tATQ−1 + Ast−1ATQ−1)
−1
2
tr
(
�−1s1

)− 1
2

τ∑
t=1

tr
(
�tst

)
, (9)

where st
�= Ex|y,A∗,Q∗ (xtxt T ) and st−1,t

�= Ex|y,A∗,Q∗ (xt−1xt T ). In
the M-step, we find the A and Q that maximize f (A,Q) using
the gradient method; that is,

Â =
{

τ∑
t=2

st−1,t

}{
τ∑

t=2

st−1

}−1

, (10)

Q̂ = 1
(τ − 1)

τ∑
t=2

(
st − Âst−1,t − st−1,t ÂT + Âst−1ÂT

)
.

(11)

The E-step and M-step will be iteratively applied until
convergence.

The challenging part in this EM framework is how to com-
pute the expectations, st and st−1,t , in the E-step. Using the joint
posterior distribution of the state vectors at all time points; i.e.,
p(x|y,A∗,Q∗), to derive the expectations ismathematically and
computationally intractable. To tackle this challenge, we develop
a BOS algorithm to compute the expectations using recursive
equations. A brief introduction to the general concept of BOS
is provided in the Online Supplement. Next, we present the
details for the development of a BOS algorithm for our specific
problem.

According to the definitions of st and st−1,t , we get

st
�= Ex|y,A∗,Q∗

(
xtxt T

) = Ext |y,A∗,Q∗
(
xtxt T

)
= Varxt |y,A∗,Q∗ (xt ) + Ext |y,A∗,Q∗ (xt )Ext |y,A∗,Q∗ (xt )T ,

(12)

st−1,t
�= Ex|y,A∗,Q∗

(
xt−1xt T

) = Covxt−1,xt |y,A∗,Q∗ (xt−1, xt )

+Ext−1|y,A∗,Q∗ (xt−1)Ext |yA∗,Q∗ (xt )T . (13)

It is easy to show that Ext |y,A∗,Q∗ (xt ) = 0, as the initial state
vector x1 has a zero mean. Therefore, the key to obtaining st and
st−1,t is to obtainVarxt |y,A∗,Q∗ (xt ) andCovxt−1,xt |y,A∗,Q∗ (xt−1, xt ).
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We develop a BOS algorithm to compute Varxt |y,A∗,Q∗ (xt ) and
Covxt−1,xt |y,A∗,Q∗ (xt−1, xt ). The result is presented in Proposi-
tion 2. The development of the BOS algorithm needs to use the
results from a Bayesian Optimal Prediction (BOP) algorithm
and a Bayesian Optimal Filtering (BOF) algorithm, which are
presented in Lemma 1. The detailed derivations for Lemma 1
and Proposition 2 are given in the Online Supplement.

Lemma 1 (BOP and BOF). Let P−
t

�= Varxt |y1:t−1,A∗,Q∗ (xt ) and
Pt

�= Varxt |y1:t ,A∗,Q∗ (xt ), where y1:t = [yT1 , . . . , yTt ]T . Then, the
recursive equations for computing P−

t and Pt are given by

P−
t = A∗Pt−1A∗T + Q∗,

Pt =
(
�t + (

P−
t
)−1
)−1

,

where�t is the approximate covariance matrix obtained by EP in
Proposition 1. The recursions are started from the first time point
with P0 = �.

Proposition 2 (BOS). Let Ps
t

�= Varxt |y,A∗,Q∗ (xt ) and Ps
t−1,t

�=
Covxt−1,xt |y,A∗,Q∗ (xt−1, xt ). The backward recursive equations for
computing Ps

t and Ps
t−1,t are given by

Ps
t = Pt + Ht

(
Ps
t+1 − A∗PtA∗T − Q∗

)
HT

t ,

Ps
t−1,t = Ps

tH
T
t−1,

where Ht = PtA∗T (A∗PtA∗T + Q∗)−1. The backward recur-
sions are started from the last time point τ , with Ps

τ = P τ .
Finally, in this section we summarize the steps of the afore-

mentioned algorithm, called the EM-BOS algorithm, for esti-
mating the parameters A and Q of the NSSM. The algo-
rithm takes network data collected at τ past time points, y =
[yT1 , . . . , yTτ ]T , as input.

Step 1. Specify the covariance matrix of the initial state vector,
�, and let P0 = �. Also specify the initial values for A and
Q; i.e., A∗ andQ∗.

Step 2. Approximate the observation equation at each time point
t using the EP result in Proposition 1 and obtain the approx-
imate inverse covariance matrix �t , t = 1, . . . , τ .

Step 3. Use the �t obtained from Step 2 together with
the A∗ and Q∗ in Step 1 to obtain Varxt |y,A∗,Q∗ (xt ) and
Covxt−1,xt |y,A∗,Q∗ (xt−1, xt ); i.e., Ps

t and Ps
t−1,t , based on the

BOS algorithm in Proposition 2, t = 2, . . . , τ .
Step 4. Use the Ps

t and Ps
t−1,t obtained from Step 3 to compute st

and st−1,t based on Equation (11) and Equation (12), respec-
tively, and to further compute Â and Q̂ based on Equation (9)
and Equation (10).

Step 5. Update the estimates for A andQ by setting A∗ = Â and
Q∗ = Q̂ and repeat Steps 3 and 4 until convergence.

5. Change detection in dynamic networks by
integrating NSSM and SPC

Change detection by SPC has two phases: in phase I, a monitor-
ing statistic is defined and in-control data are used to establish
a control chart with control limits for the monitoring statistic.
In phase II, new data are collected, for which the monitoring
statistics are computed and compared with the control limits

established at phase I, and a change is declared if the monitoring
statistics of the new data exceed the control limits. The key to
successfully applying this general SPC procedure to our specific
problem is to define an appropriate monitoring statistic. When
the data are univariate or multivariate time series, a typical
approach is to define the monitoring statistic to be a “residual”
that reflects the distance between the observed data at time
t and the prediction using a time series model. We follow a
similar idea and define a distance metric as the monitoring
statistic for dynamic network data in the following way.

Once the network at time t is observed, we can estimate the
covariance matrix of the state vector solely based on this net-
work; i.e., Varxt |yt (xt ), by EP. Meanwhile, we can obtain a pre-
dicted covariance matrix of the state vector using an NSSM
that has been developed based on dynamic network data with
natural evolution but no change (i.e., the in-control data); i.e.,
Varxt |y1:t−1,Â,Q̂(xt ). The intuition is that if there is no change, the
“distance” between Varxt |y1:t−1,Â,Q̂(xt ) and Varxt |yt (xt ) should be
small; a large distance implies an abnormal change. To develop
a meaningful distance metric between two covariance matrices,
we apply an SVD to each covariance matrix, keep the first sin-
gular vector of eachmatrix, and compute the Euclidean distance
between the two singular vectors. The first singular vector of a
covariance matrix is the most informative in terms of character-
izing its structure. Building the distance metric on the first sin-
gular vectors of the estimated and predicted covariancematrices
makes the proposed change detectionmethod capable of detect-
ing various structural changes in the network. Specifically, the
distance metric takes the following format:

wt
�= log ‖ u1

(
Varxt |y1:t−1,Â,Q̂ (xt )

)
− u1

(
Varxt |yt (xt )

) ‖22,
(14)

where u1(·) denotes the first singular vector from an SVD on a
covariance matrix and ‖ · ‖22 denotes the Euclidean distance. To
resolve the sign ambiguity of SVD, we adopt the rule proposed
in Bro et al. (2008); i.e., the first singular vector will point to the
direction that the majority of the column vectors of the matrix
point to. This rule is also embedded in the “SVD” function of
Matlab, which is the programming language we use in this arti-
cle. The natural logarithm is used to transform the Euclidean
distance to be approximately Gaussian. Other transformations
could be adopted for Gaussian approximation and a normality
check using aQQplot is recommended to choose a proper trans-
formation. We found that the natural logarithm transformation
worked reasonably well in both the simulation studies and the
real-world application that will be presented in the next section.

Once a monitoring statistic is defined, the choice of a control
chart depends on the magnitude or type of changes that are tar-
geted for detection. For example, CUSUM and EWMA charts
are appropriate choices for detecting small changes, whereas
Shewhart charts may be used for detecting large changes
(Montgomery, 2007). The focus of this article is not on the
design of various types of control charts; rather, it lays out a
general framework for change detection on dynamic network
data. Therefore, we focus on a Shewhart chart for the remaining
discussion; however, other types of control charts can be easily
“plugged into” this framework.

To establish control limits for a Shewhart chart with themon-
itoring statistic defined in Equation (14), we can obtain a wt for
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each time point during the in-control time period except the
first time point; i.e., t = 2, . . . , τ . Then, we can compute the
mean and standard deviation over the set of (w2,, . . . ,wτ ), μw ,
and σw . The upper control limit (UCL) isUCL = μw + kσw . A
lower control limit would not be necessary because themonitor-
ing statistic is a distance. k is chosen to satisfy a pre-defined type
I error, α. As the monitoring statistic is approximately Gaussian,
k = φ−1(1 − α). Thenφ−1(·) is the inverse CDF of the standard
normal distribution. This completes the developmental work
for phase I. In phase II— i.e., when a new network is observed
at time t + 1—wt+1 can be computed using Equation (14) and
compared with theUCL. A change is declared if wt+1 > UCL.

6. Case studies

6.1. Simulation studies

We performed simulation studies to serve three purposes: (i)
to reveal insights on the use of NSSM to model the natural
evolution of dynamic networks; (ii) to assess the accuracy of
the NSSM in modeling the natural evolution of dynamic net-
works; and (iii) to assess the performance of the change detec-
tion method in Section 5 in detecting various types of changes.

... Insights on the NSSM
We focus on two typical types of natural evolution of dynamic
networks: hub forming and community forming. To generate
network data that reflect hub forming, we adopted the following
approach: The network included 10 nodes with v1 being a hub
node. Tomimic the evolution process that v1 is becoming a hub,
we started with a network (i.e., the network at t = 1) where v1 is
only connected with one other node and added one more node
to connect with v1 in the network at each of five subsequent time
points. Tomimic the reality that non-hubnodes can also interact
with each other, we randomly added two edges between the non-
hub nodes at each time point. In this way, we generated networks
at six time points. Then, we fitted an NSSM on the six networks,
based onwhichwe further applied the BOF algorithm in Lemma
1 to estimate the covariance matrix of the state vector at t = 6;
i.e., P6. We plot P−1

6 as a gray-scale matrix in Fig. 3(a). Each
row/column corresponds to a node. Only the upper triangular
part of the symmetric matrix is shown. The level of darkness
reflects themagnitude of the entries inP−1

6 . It can be clearly seen
that v1 is a hubnode. Furthermore, the varying levels of darkness
on the first row reveal the evolution process of how other nodes

became connected with v1; i.e., the darker a node, the earlier it
became connected with v1. For comparison, we estimated P−1

6
by two intuitive methods: the first one solely uses the network
at t = 6 to estimate P−1

6 ; i.e., no network data in the previous
time points are used. The other method estimates each entry in
P−1
6 by counting the frequency of occurrence for the edge cor-

responding to that entry in networks at the six time points. The
results by the two methods are shown in Fig. 3(b) and Fig. 3(c),
respectively. The limitations of the two methods are obvious:
solely using the network at t = 6 sheds little light on the evolu-
tion of the process of how other nodes became connected with
v1. The result is only able to show the nodes that are connected
with the hub but not the time sequence of the connections. The
other method that counts the frequency of occurrence makes
identification of the hub node difficult, as it is not able to “for-
get” the edges that randomly appeared between non-hub nodes.

Furthermore, we generated another set of network data that
reflects a community-forming process. The network included 10
nodes with {v1, v2, v3, v4, v5} being a community. To mimic the
evolution process of the community forming, we started with
a network where there were only two edges in the community
and added two more edges in the network at each of three sub-
sequent time points. To mimic the reality that nodes outside the
community can also interact with each other and with the nodes
in the community, we randomly added two edges not inside the
community at each time point. In this way, we generated net-
works at four time points. Then, we fitted an NSSM on the four
networks, based on which we then applied the BOF algorithm
in Lemma 1 to estimate the covariance matrix of the state vector
at t = 4; i.e., P4. We plot P−1

4 as a gray-scale matrix in Fig. 4(a).
For comparison, we also estimatedP−1

4 by the twomethods used
in the previous hub forming experiment and show the results
in Fig. 4(b) and Fig. 4(c). We can draw a similar conclusion to
the previous experiment, in that the NSSM is able to capture the
evolution process of how the nodes in the community became
connected, whereas the time sequence of the connections is lost
by the method in Fig. 4(b), and the method in Fig. 4(c) can-
not distinguish between the connections in a community that
are more persistent and other non-community-related random
connections, making it difficult to identify the community.

... Accuracy of the NSSM
To simulate naturally evolving (i.e., no-change) dynamic net-
works, we must find an approach to link the probability that

Figure . Estimated P−1
6 to reflect a hub-forming process in dynamic networks obtained by (a) BOF under NSSM; (b) a method that solely uses the network data at t = 6;

and (c) a method that counts the frequency of the occurrence of edges.
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Figure . Estimated P−1
4 to reflect a community-forming process in dynamic networks obtained by (a) BOF under NSSM; (b) a method that solely uses the network data at

t = 4; and (c) a method that counts the frequency of occurrence of edges.

two nodes have an edge at time t ; i.e., p(yi j,t = 1), with the
existence/non-existence of an edge between the two nodes in
all previous time points. We choose to link p(yi j,t = 1) with an
ExponentiallyWeighted Average (EWA) of the edge variables in
all previous time points; that is,

p
(
yi j,t = 1

) = α0 +
t−1∑
s=1

λ(1 − λ)syi j,t−s. (15)

λ ∈ (0, 1) is a smoothing parameter. The EWA approach
weights the edge variables at different past time points in a geo-
metrically decreasing order, so that the most recent edge vari-
ables are weighted most highly, whereas the most distant edge
variables contribute very little. α0 is a small constant probabil-
ity for generating “noise” edges. A noise edge in dynamic net-
works is one that appears at time t even though there is no edge
between the two nodes at any previous time point. There are
always noise edges in real-world dynamic networks.

In the first experiment, we simulated dynamic networks
of 20 nodes. First, the networks at the first five time points
were independently generated, with each including 10 randomly
selected edges. Then, Equation (15) with λ = 0.1 and α0 = 0.1
was recursively applied to generate dynamic networks at t =
6, . . . , 15. Next, at each time point t = 6, . . . , 15, we fitted an
NSSM using the networks at all previous time points. Based on
the NSSM, we further obtained a prediction for the probability
that two nodes will have an edge at t ; that is,

p
(
yi j,t |y1:t−1

) = 1
2

+ arcsinρi j

π
, (16)

where ρi j is the entry at the ith row and jth column of P−
t . The

derivation of Equation (16) is skipped. We used Equation (16)
for every pair of nodes in the network, compared the predicted
probability with the true existence of the edge, and assessed the
prediction accuracy for the network at t using the Area Under
the Curve (AUC) criterion. For comparison, we also computed
the AUC of two completingmethods: onemethod computes the
predicted probability using the network at the immediate pre-
vious network; the other method uses the frequency of edge
occurrence in all the previous networks as an estimate for the
predicted probability. Table 1 summarizes the AUC perfor-
mance of the three methods. In the second experiment, we sim-
ulated dynamic networks of a larger size; i.e., with 50 nodes.

Figure 5 shows the networks at three time snapshots. The AUC
performance for each of the three methods is listed in Table 2.

In the third experiment, we simulated dynamic networks
with two evolving communities, with each community consist-
ing of 20 nodes. The natural evolution within each community
was simulated in the same way as the first experiment. Fur-
thermore, we added two random edges between the two
communities at each time point, in order to account for
between-community interaction. The AUC performance of
each of the three methods is listed in Table 3. It can be seen that
the NSSM outperforms the two competing methods in all three
experiments.

... Performance of the change detectionmethod
The dynamic networks generated in the first experiment of Sec-
tion 6.1.1 were taken to be in-control data, based on which we
obtained the UCL using the change detection method in Sec-
tion 5. Starting from t = 16, the network has a structural change
that δ% of the nodes belonging to the community of the in-
control networks leave the community and the same number
of new nodes are added into the community. We tried δ% =
20, 40, 60, and 80%. The larger the δ%, the more dramatic
the structural change. Note that we focused our attention on
structural changes that are not easily detected either by visual
inspection or by monitoring summary statistics of the networks
such as the network density. Figure 6 shows the networks at
four time points: the first three networks are from the in-control
time period; the last network is immediately after a change with
δ% = 20%. The change is one that two new nodes (green nodes
at t = 16) join the community of the in-control networks, while
two old nodes that have been in the community (red nodes at
t = 10, 12, 14) are swapped out.

For each value of δ%, we computed the monitoring statistic
for t = 16 using Equation (14) and compared it with the UCL.
We repeated this experiment 10 times and recorded the num-
ber of times that the monitoring statistic at t = 16 exceeded the

Table . Average (standard deviation) AUC of prediction over the time range of the
dynamic networks with  nodes

NSSM
Competingmethod  (uses the
immediate previous network)

Competingmethod  (uses the
frequency of edge occurrence)

. (.) . (.) . (.)
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= 10 = 12 = 14

Figure . Dynamic networks with natural evolution observed at three time points.

Figure . Dynamic networks with a structural change at t = 16.

UCL. This number reflects the probability that the structural
shift is successfully detected on the first time point after it hap-
pens. We report this probability for type I errors α = 0.005 and
α = 0.05 in Table 4. It can be seen that our approach is able
to detect the shift with probability one at all shift magnitudes
when α = 0.05. With a smaller type I error; i.e., α = 0.005, the
detection probability decreases as the shiftmagnitude decreases.
Finally, we checked the validity of the assumption that themoni-
toring statistic during the in-control time period follows a Gaus-
sian distribution; we generated a QQ plot on the monitoring
statistics derived from all of the in-control networks and per-
formed a Kolmogorov–Smirnov (KS) test. The large p-value of
the KS test (p= 0.97) provides strong evidence that theGaussian
assumption is valid.

6.2. Application to change detection on Enron dynamic
email networks

Enron Corporation was an energy trading company that was
ranked as the seventh largest in the United States in 2000. On

Table . Average (standard deviation) AUC of prediction over the time range of the
dynamic networks with  nodes

NSSM
Competingmethod  (uses the
immediate previous network)

Competingmethod  (uses the
frequency of edge occurrence)

. (.) . (.) . (.)

Table . Average (standard deviation) AUC of prediction over the time range of the
dynamic networks with two communities ( nodes in each community)

NSSM
Competingmethod  (uses the
immediate previous network)

Competingmethod  (uses the
frequency of edge occurrence)

. (.) . (.) . (.)

December 1, 2001, Enron filed for bankruptcy. This sudden col-
lapse resulted in a federal investigation. During the investiga-
tion, the court subpoenaed extensive email logs from most of
Enron’s employees, and the Federal Energy Regulatory Com-
mission published the database online. In this article, we use
the dynamic email communication networks between the Enron
employees (McCallum et al., 2005). We focus on a small sub-
set of the network that consists of 16 employees associated with
the Transwestern Pipeline Division within Enron. The networks
with natural evolution; i.e., the in-control data, include monthly
email communications between the 16 employees over the 8
months between September 2000 and April 2001.

First, we would like to assess the accuracy of the NSSM in
fitting the in-control data. We adopted a similar approach to
Section 6.1.1. That is, at each of the eight time points, t , we fit-
ted an NSSM using the networks at all previous time points.
Based on the NSSM, we further obtained a prediction for the
probability that two nodes have an edge at t using Equation (16).
We used Equation (16) for every pair of nodes in the network,
compared the predicted probability with the true existence of
the edge, and assessed the prediction accuracy for the network
at t by AUC. The mean and standard deviation of the AUC over
the in-control time period are 0.88 and 0.1, respectively.We con-
sidered this accuracy to be satisfactory and proceeded to use the
fitted NSSM to detect changes. To establish a control limit,UCL,

Table . Probability of detecting the structural shift at the first time point after the
shift with α = 0.005 (α = 0.05)

Structural shift magnitude δ%

   

. () . ()  ()  ()
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Figure . Monitoring and change detection of the Enron dynamic email networks.

we computed the monitoring statistic defined in Equation (14)
for each time point during the in-control time period, except for
the first time point. TheUCL based on these monitoring statis-
tics with a type I errorα = 0.005was found to beUCL = −0.09.

Furthermore, we extracted the network data for two new
months, May 2001 and October 2001, in which two known
changes occurred. The change in May 2001 was that the Chief
ExecutiveOfficer of theDivision hadmore communicationwith
the employees although his “in-control” pattern in previous net-
works was more communication with the Chief Financial Offi-
cer and Vice President of the Division. This change was prob-
ably due to the launch of a new initiative or project. Another
change occurred inOctober 2001when the scandal was revealed
and every division of the corporation experienced changes. We
computed the monitoring statistic using Equation (14) for each
new network and compared it with theUCL. Figure 7 shows the
results of change detection for the two new networks. It is clear
that themonitoring statistics at the in-control time period all fall
below theUCL, whereas those corresponding to the two changes
are far above theUCL. That is, both changes can be successfully
detected.

7. Conclusions

In this article, we proposed an NSSM for modeling the natu-
ral evolution of dynamic networks and an integration of the
NSSM and SPC for change detection in dynamic network data.
Our research included the development of an EP algorithm for
approximating the observation equation of the NSSM using a
multivariate Gaussian distribution of the state vectors, an EM-
BOS algorithm for tractable parameter estimation of the NSSM
and an SVD-based change detection method that integrates the
NSSM into the logical procedure of SPC.

We demonstrated the proposed methods in simulation stud-
ies and on the Enron dynamic email communication networks.
Our first simulation study revealed how the NSSM integrates all
of the past and present network data in estimating the current
state vector for two typical natural evolutions: hub forming and
community forming. Our second simulation study assessed the
accuracy of the NSSM. The NSSM achieved a higher level of
accuracy than two competing methods for networks of different
sizes and of community structures. Our third simulation study
evaluated the performance of the proposed change detection
method in detecting structural changes in dynamic networks
with varying magnitudes. All changes were detected with high

accuracy. Finally, we demonstrated an application on Enron
dynamic email networks. The NSSM achieved a high level of
accuracy in modeling the natural evolution of networks during
an 8-month in-control time period. Integrating the NSSM with
SPC allowed changes in two new months to be successfully
detected.

There are a number of future research directions: First, Sec-
tion 4.3 discussed several extended NSSMs, for which param-
eter estimation and change detection can be further pursued.
Second, for change detection, this article proposed an SVD-
based method to compare the estimated and predicted covari-
ance matrices of the state vector at each time point, which is
suitable for detecting structural changes in the dynamic net-
work data. Other methods can be adopted to detect other types
of changes. Third, the computational efficiency of the param-
eter estimation could be further improved by taking advan-
tage of modern machine learning developments such as sparse
learning.
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Appendix

Proof of Proposition 1. Our use of EP in this article has a small
twist from its original purpose as illustrated in I (Online Supple-
ment). We use EP to find an approximate Gaussian distribution
of the state vector xt based on the observation equation p(yt |xt)
in Equation (4). As the same EP algorithm is applied to every
time point, we omit the subscript t in the rest of this proof for
notational simplicity. Mapping to the generic notations of EP
defined in (O-1) (Online Supplement), this is to consider the
state vector x as the θ , the network y as the and f0(θ ) and p(z)
being constants. Then, the EP in our case is to find a distribution
q(x) = ∏

ij f̃ (xij) to approximate p(yt |xt ) = ∏
ij f (xij), where

xij = [xi, x j]T , f (xij) is the edge-specific observation equation
given in Equation (4), and f̃ (xij) is zero-mean Gaussian; that
is,

f̃
(
xij
) = sijexp

(
−1
2
xTij πijxij

)
.

Consequently, q(x) is zero-mean Gaussian; that is,

q (x) = C exp
(

−1
2
xT�x

)
,

where � = ∑
ij �ij and �ij is an n × n matrix with four non-

zero entries augmented from the 2 × 2 matrix πij. The goal of
EP is to find � or, equivalently, V = �−1.

Before deriving the EP, we define some additional notations
and relations that will be used throughout the derivation. Let
vij = π−1

ij andVij be an n × nmatrix with four non-zero entries
augmented from the 2 × 2 matrix vij. It is easy to show that the
following relations between vij and Vij hold:

V−1
ij = dijv−1

ij dTij , (A1)

vij = dTijVijdij, (A2)

where dij is a n × 2 vector whose first column has a one at the
ith position and zeros otherwise, and the second column has a
one at the jth position and zeros otherwise.

At each iteration of EP, one factor is omitted from q(x). Let
q\ij(x) denote the distributionwhere factor f̃ (xij) is omitted; i.e.,
q\ij(x) = q(x)/ f̃ (xij). The covariance matrix of q\ij(x) can be
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derived as follows:

V\ij =
((
V∗)−1 − V−1

ij

)−1

= V∗ + (
V∗dij

) (
vij − dTijV

∗dij
)−1 (

dTijV
∗
)

,

where V∗ is the approximation for V obtained in the previous
iteration. Using Equation (A2), we can get

v\ij = dTijV
\ijdij.

Next, we define q∗(x) to be the distribution that combines
q\ij(x) and the true factor f (xij); that is,

q∗ (x) = 1
Zij

q\ij (x) f
(
xij
)

and Zij is a normalizing constant. Then, we can obtain an
updated q(x), qnew(x), by minimizing the KL divergence
between q∗(x) and q(x); that is,

qnew (x) = argmin KL
(
q∗ (x) ||q (x)

)
.

Since we know that qnew(x) is zero-mean Gaussian, the
key is to find the covariance matrix of qnew(x), Vnew .
We know that Vnew is related to the normalizing constant Zij
through Equation (A3):

Vnew = V\ij − V\ijdij
(−2∇v\ij logZij

)
dTijV

\ij, (A3)

where ∇v\ij logZij denotes the derivative of logZij with respect to
v\ij. This means that the EP is complete as long as we can derive
∇v\ij logZij. The rest of this section is devoted to the derivation
for ∇v\ij logZij.

Based on the definition of Zij

Zij =
∫

f
(
xij
)
q\ij (x) dx

=
∫ {

φ

(
xi
σδ

)
φ

(
x j

σδ

)
+
(
1 − φ

(
xi
σδ

))(
1 − φ

(
x j

σδ

))}
×N

(
x|0,V\ij) dx

=
∫ {

φ

(
xi
σδ

)
φ

(
x j

σδ

)
+
(
1 − φ

(
xi
σδ

))(
1 − φ

(
x j

σδ

))}
×N

(
xij|0, v\ij) dxij

=
∫ {∫ xi

σδ

−∞
N (v|0, 1) dv

∫ x j
σδ

−∞
N (u|0, 1) du

+
(
1 −

∫ xi
σδ

−∞
N (v|0, 1) dv

)(
1 −

∫ x j
σδ

−∞
N (u|0, 1) du

)}

×N
(
xij|0, v\ij) dxij

=
∫ {

1 + 2
∫ xi

σδ

−∞
N (v|0, 1) dv

∫ x j
σδ

−∞
N (u|0, 1) du

−
∫ xi

σδ

−∞
N (v|0, 1) dv −

∫ x j
σδ

−∞
N (u|0, 1) du

}

×N
(
xij|0, v\ij) dxij

=
∫ {

1 + 2
∫ 0

−∞
N
(

v| − xi
σδ

, 1
)
dv

∫ 0

−∞
N
(
u| − x j

σδ

, 1
)
du

−
∫ 0

−∞
N
(

v| − xi
σδ

, 1
)
dv −

∫ 0

−∞
N
(
u| − x j

σδ

, 1
)
du
}

×N
(
xij|0, v\ij) dxij. (A4)

Let

g
(
v\ij) =

∫ {∫ 0

−∞
N
(

v| − xi
σδ

, 1
)
dv

∫ 0

−∞
N
(
u| − x j

σδ

, 1
)
du
}

×N
(
xij|0, v\ij) dxij,

l
(
v\ij) =

∫ {∫ 0

−∞
N
(

v| − xi
σδ

, 1
)
dv

}
× N

(
xij|0, v\ij) dxij,

and

h
(
v\ij) =

∫ {∫ 0

−∞
N
(
u| − x j

σδ

, 1
)
du
}

× N
(
xij|0, v\ij) dxij.

Then, Equation (A4) becomes Zij = 1 + 2g(v\ij) − l(v\ij) −
h(v\ij). It is not difficult to find that l(v\ij) = h(v\ij) = 0.5.
Therefore,

Zij = 2g
(
v\ij) . (A5)

Next, we derive g(v\ij). Define w = [v, u]T . Then,

g
(
v\ij) =

∫ {∫ 0

−∞

1
2π

exp
(

−1
2
(
xij + wσδ

)T (
σ 2

δ

)−1

× (
xij + wσδ

))
dw
} × N

(
xij|0, v\ij) dxij

= σ 2
δ

∫ 0

−∞

∫ {
1

2πσ 2
δ

exp
(

−1
2
(
xij + wσδ

)T (
σ 2

δ

)−1

× (
xij + wσδ

)) × N
(
xij|0, v\ij)} dxijdw

= σ 2
δ

∫ 0

−∞

∫
N

(
xij| −

(
1
σ 2

δ

I + (
v\ij)−1

)−1(
σ 2

δ

)−1wσδ,

(
1
σ 2

δ

I+(v\ij)−1
)−1

)
N(−wσδ|0, σ 2

δ I+v\ij) dxijdw

= σ 2
δ

∫ 0

−∞
N(−wσδ|0, σ 2

δ I+v\ij)dw. (A6)

Inserting Equation (A6) into Equation (A5), we further
derive ∇v\ij logZij:

∇v\ij logZij = 1
Zij

(
2∇v\ij g

(
v\ij))

= σ 2
δ

∫ 0

−∞

1

2π
∣∣σ 2

δ I + v\ij∣∣1/2
× exp

(
−1
2
wTσδ

(
σ 2

δ I + v\ij)−1
σδw

)(
−σ 2

δ

2

)

×
(
−(σ 2

δ I + v\ij)−1wwT (σ 2
δ I + v\ij)−1

)

+ exp
(

−1
2
wTσδ

(
σ 2

δ I + v\ij)−1
σδw

)
1
2π

×
(

−1
2
∣∣σ 2

δ I + v\ij∣∣−3/2 ∣∣σ 2
δ I

+ v\ij∣∣ (σ 2
δ I + v\ij)−1

)
dw. (A7)

Using Equation (A7), ∇v\ij logZij can be obtained
numerically. �
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