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Integration of sparse singular vector decomposition and statistical process
control for traffic monitoring and quality of service improvement
in mission-critical communication networks

Kun Wang and Jing Li

Industrial Engineering, School of Computing, Informatics, and Decision Systems Engineering, Arizona State University, Tempe, AZ, USA

ABSTRACT
Mission-Critical Communication Networks (MCCNs) are wireless networks whose malfunction can cause sig-
nificant problems. The nature of MCCNs puts an extremely high standard on the Quality of Service (QoS).
QoS assurance starts from monitoring and change/anomaly detection of network packets data. This prob-
lem has been primarily studied by the research community of communication networks, in which the exist-
ing methods fall short for providing a privacy-preserving, minimum-disruption, global monitoring tool.
Another relevant research area is Multivariate Statistical Process Control (MSPC), in which generic methods
have been developed for monitoring high-dimensional data streams. These methods do not account for
the special data distribution and correlation structure of packet streams. Nor are they efficient enough to
suit real-time analytics in MCCNs. We propose a method called Sparse Singular Value Decomposition
(SSVD)-MSPC. SSVD-MSPC addresses the aforementioned limitations and additionally provides key capabil-
ities toward QoS improvement, including monitoring, fault identification, and fault characterization.
Extensive case studies are conducted for MCCNs that experience faults of different magnitudes and various
temporal shapes. SSVD-MSPC achieves good performance across the different settings in comparison with
existing methods.
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1. Introduction

Recent years have witnessed a significant increase in the use
of wireless communication networks across private and pub-
lic sectors. Mission-Critical Communication Networks
(MCCNs) are those whose malfunction or failure will result
in serious impact and even catastrophes (Baker and
Hoglund, 2008). MCCNs are used widely in both civil and
military settings. For example, public-safety first responders,
such as police officers, firefighters, and paramedics use
MCCNs to keep connected with each other and with the
control center when responding to emergencies such as acci-
dents, natural disasters, and terrorist attacks. Soldiers in a
battlefield use MCCNs to communicate with each other and
with the command center to acquire situational awareness
and make tactical decisions. The nature of MCCNs puts an
extremely high standard on the Quality of Service (QoS)
these networks must provide. QoS refers to the performance
of a communication network that is perceived by the users
(International Telecommunication Union, 1993). A network
with poor QoS delivers traffic data with delay, jitter, loss,
and/or errors. QoS assurance for MCCNs is critically
important for public safety, economic vitality, and
national security.

QoS assurance starts from monitoring and change/anom-
aly detection of network traffic data. This has been primary
studied by the research community of communication net-
works in Electrical and Computer Engineering (ECE). A
typical form of network traffic data is as “packets.” A packet
is a unit of data that is routed from a sender to a receiver in
a network. A packet is typically structured to include a
header and contents. The header includes meta-information
about the packet, such as sender and receiver IP addresses
and protocol. Contents are the actual data such as text,
audio, and video. The header of a packet is very small in
size, whereas contents can be large. The existing research
falls into three major categories: Deep Packet Inspection
(DPI) (Roesch, 1999; Yu et al., 2006; Smith et al., 2008;
Cascarano et al., 2011), Active Monitoring (AM) (Paxson
et al., 1998; Almes et al., 1999a, 1999b; Caceres et al., 1999;
Ciavattone et al., 2003), and Passive Monitoring (PM)
(Conway, 2002; Fraleigh et al., 2003; Ahmed et al., 2005).

DPI examines packet contents, which has major concerns
in terms of privacy breaches. AM and PM do not have this
issue. AM works by injecting probing packets into the net-
work and tracking these packets to detect QoS problems.
A major drawback of AM is that it may disturb normal
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network operations. PM analyzes real packet data. The
mainstay PM tools are relatively simple statistical methods,
which do not suffice for MCCNs due to two reasons:

1. Network-wide monitoring, change detection, and fault
diagnosis are needed, as MCCNs are typically deployed
to perform coordinated team work, whereas existing
PM methods focus on individual nodes, links, or
sub-networks.

2. Highly efficient algorithms are needed for real-time ana-
lytics of packet data in MCCNs that are temporally high-
throughput and spatially densely-connected networks.

Packets that flow through sender–receiver pairs in a network
are multivariate high-dimensional data streams (Stallings and
Case, 2013). Monitoring and change detection for high-dimen-
sional data streams has been an important topic in Multivariate
Statistical Process Control (MSPC) – a research area in Quality
Engineering (QE). The existing approaches integrate various
Variable Selection (VS) or sparse learning techniques with clas-
sic MSPC control charts to address high-dimensionality
(Bersimis et al., 2007; Wang et al., 2009; Zou and Qiu, 2009;
Capizzi and Masarotto, 2011; Jiang et al., 2012). Also available
are two-step approaches that first construct a statistic for each
individual data stream and then combine the statistics in a way
to achieve global monitoring (Zhang, 2002; Tartaovsky et al.,
2006; Mei, 2010; Zou et al., 2015). Although these existing
approaches are based on sophisticated statistics, and thus, are
potentially useful for complementing PM in monitoring packet
data of MCCNs, their direct application is impractical due to
the following reasons:

1. Most existing approaches assume Gaussian data; the two-
step approaches are optimal when the data streams are
independent. However, packet data in MCCNs are non-
Gaussian and have an inherent correlation structure.

2. Most existing approaches focus on mean shift detection
and assume the shift to be a step change. However,
changes in MCCNs are mean shifts coupled with variance
and covariance changes. Also, the temporal shape of a
change in MCCNs can be more than just a step, and also
include trends and oscillating/trembling patterns, with each
shape corresponding to a different root cause. The ability
to differentiating the temporal shapes of changes is import-
ant for root cause identification and QoS improvement.

3. Real-time monitoring of MCCNs needs highly efficient
analytics algorithms. This standard can be barely met
by the existing approaches.

Noting the gap that neither the QoS research on communi-
cation networks nor MSPC research on high-dimensional data
streams has been able to provide an effective tool for MCCN
packet data monitoring, we propose a new method called
Sparse Singular Value Decomposition (SSVD)-MSPC to fill in
this gap. SSVD-MSPC has the following novel features:

1. By developing a monitoring statistic based on SVD,
SSVD-MSPC provides a non-parametric approach,

which can accommodate the special packet data distri-
bution and correlation structure.

2. By integrating SVD and sparse learning, SSVD-MSPC
addresses the challenge of accurate fault identification
from high-dimensional stochastic packet streams.

3. SSVD-MSPC provides three key capabilities toward QoS
improvement of MCCNs, including (i) monitoring, i.e.,
analyzing packet data and detecting changes from the
in-control distribution; (ii) fault identification, i.e.,
locating the faulty sender, receiver, or links that are
responsible for the change; and (iii) fault characteriza-
tion, i.e., estimating the temporal shape of the
change/fault.

4. SSVD-MSPC is computationally efficient and therefore
suits the need for network-wide real-time monitoring,
fault identification and characterization of temporally
high-throughput and spatially densely-connected MCCNs.

The rest of this article is organized as follows: Section 2
presents the literature review; Section 3 presents the devel-
opment of SSVD-MSPC; Section 4 presents case studies;
Section 5 is the conclusion.

2. Literature review

This research intersects with two existing areas: QoS
research on communication networks, which has been pri-
marily studied in ECE; MSPC research on high-dimensional
data streams, which has been primarily studied in QE. Next,
we will review the works in each area and discuss their limi-
tations that justify the need for new methodological
development.

2.1. QoS research on communication networks

DPI examines the contents of packets passing through a so-
called inspection point within a network, and searches for
anything out of the norm. Although DPI can be used to
detect QoS problems, its major utility is to ensure network
security by detecting instructions, viruses, spams, and non-
compliance of contents with regulation. Various DPI sys-
tems and techniques have been developed. For example,
SNORT (Roesch, 1999) is a well-known open-source system
that can detect various types of worms, attacks, and probes
using protocol analysis, and content searching and match-
ing. Smith et al. (2008) proposed a DPI technique that uses
regular expression with extended finite automata. Focusing
on QoS, Cascarano et al. (2011) proposed and validated
optimizations for DPI techniques to accelerate network
monitoring and traffic classification on high-speed networks.
There are several drawbacks in using DPI for QoS:

1. DPI often requires costly dedicated devices to track,
unpack, and analyze real-time packets.

2. DPI can be time-consuming, especially with large-sized
packet contents (e.g., audio, video), which makes it
unsuitable for real-time QoS monitoring.
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3. As DPI examines packet contents, there is a profound
concern about privacy.

4. Due to the privacy concern, more and more network
protocols such as HTTPS, SFTP, and SSL have been
designed to protect private contents from being exam-
ined by DPI.

To overcome these limitations, other methods have been
developed for QoS assurance, which fall in two categories,
AM and PM.

AM works by injecting “probing packets” into the net-
work and tracking these packets to assess QoS. Various
methods for AM have been developed. For example,
Ciavattone et al. (2003) proposed a network-wide AM sys-
tem that is operated on a tier 1 IP backbone and can moni-
tor several QoS metrics such as packet delay, loss,
traceroute, delay variation, and reordered or out-of-order
packets. C�aceres et al. (1999) proposed an algorithm to esti-
mate packet loss rates on individual links based on losses
observed by multicast receivers via maximum likelihood
estimators. Paxson et al. (1998) proposed a measurement
infrastructure for National Internet Measurement
Infrastructure for assessing the performance of an Internet
path, including one-way and round-trip loss and delay,
available bandwidth, and routing stability. Almes et al.
(1999a, 1999b) proposed QoS metrics for IP performance
metrics in several “Request for Comments” documents. The
major drawbacks of AM are fairly obvious: Due to it inject-
ing additional traffic into the network, it disturbs the
network’s normal operations. This makes it unfit for
MCCNs, for which even minimum disturbance may cause a
catastrophe. Also, QoS of the probing packets may not pre-
cisely reflect the behaviors of real packets in the network.

Unlike AM, PM tracks and analyzes real packet data in
the network. Unlike DPI, PM does not inspect packet con-
tents, but rather uses statistical and visualization tools to
analyze network traffic behaviors such as packet passing
rate, inter-arrival times, delay, loss, and queue size. Fraleigh
et al. (2003) proposed a PM system to analyze packet queu-
ing and transmission behaviors. Ahmed et al. (2005) imple-
mented a policy-based management system based on real-
time traffic flow measurements to achieve dynamic QoS
adaptation for multimedia applications. Conway (2002)
developed a PM method for monitoring speech quality in
live (i.e., in progress) VoIP calls. The existing PM research
is primarily conducted in the communication network
research communities of ECE. Relatively simple statistical
methods have been used, which leave the following areas for
improvement:

1. Network-wide monitoring, change detection, and fault
diagnosis are much needed, while existing research pri-
marily focuses on individual nodes, links, or small local
sub-networks. This capability is particularly important
for MCCNs as an MCCN is typically deployed to per-
form coordinated team work.

2. Real-time analysis is important, which poses a high
standard on the processing speed of the analytics

method. This is particularly challenging for MCCNs
that are temporally high-throughput and spatially
densely-connected networks.

2.2. MSPC research on high-dimensional data streams

Packets that flow through sender–receiver pairs in a network
are multivariate high-dimensional data streams. Monitoring
and change detection for high-dimensional data streams has
become, in recent years, been an important topic in MSPC.
One category of approaches is to integrate VS techniques
(a.k.a. sparse learning) with classic MSPC (Bersimis et al.,
2007) – referred to as VS-MSPC hereafter– under the
assumption that changes only occur in a small subset of all
the data streams. For example, Zou and Qiu (2009) pro-
posed a method that integrates adaptive LASSO (Zou, 2006)
with Exponentially Weighted Moving Average (EWMA)
control charts for mean shift detection. Capizzi and
Masarotto (2011) proposed a combination of Least Angle
Regression (Efron et al., 2004) with a multivariate EWMA
control chart for detection of shifts in both the means and
the total variability. Wang and Jiang (2009) developed a
Shewhart-type multivariate control chart that uses a forward
variable selection method to select suspicious variables. This
approach was further extended to a multivariate EWMA
procedure (Jiang et al., 2012). Another category of
approaches first constructs a statistic for each individual
data stream, and then combines the statistics in a way to
achieve global monitoring. We call these approaches
“combined individuals” hereafter. For example, Tartakovsky
et al. (2006) proposed a Tmax approach that constructs a
CUMulative SUM (CUSUM) statistic for each data stream
and then monitors the maximum of the CUSUM statistics.
Tmax assumes that changes occur in exactly one out of all p
data streams. Alternatively, Mei (2010) proposed a Tsum

approach that monitors the sum of the individual CUSUM
statistics and showed through simulations that Tmax is more
effective than Tsum when changes occurs in only a few data
streams, but is outperformed by Tsum when changes occurs
in a moderate-to-large number of data streams. Zou et al.
(2015) developed a control chart that balances the detection
abilities of Tmax and Tsum using a powerful goodness-of-fit
test proposed by Zhang (2002).

As promising as the afore-reviewed approaches seem for
monitoring of packet data in MCCNs, they are not directly
applicable to the problem, due to the following reasons:

1. Most existing approaches assume that the data streams
are multivariate Gaussian. The “combined individuals”
approaches are optimal when the data streams are inde-
pendent. However, network-wide packet data are not
Gaussian and are inherently correlated. Relevant to
QoS, each packet sent from a sender i to a receiver j
can be represented by a binary variable, xij where xij ¼
0 or 1 means that the packet is lost or through. The
number of through packets during a time interval, yij,
characterizes the QoS, and is not Gaussian. Also, most
MCCNs are multicast networks, in which each node
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can send packets to multiple or all other nodes simul-
taneously as receivers. This naturally creates correlations
between packet streams.

2. Most existing approaches focus on mean shift detection
and assume the shift to be a step change. However,
changes in MCCNs are mean shifts coupled with vari-
ance and covariance changes. More in-depth discussion
of this property will be provided in Section 3.
Furthermore, the temporal shape of a change can be
more than just a step; it can also include trends and
oscillating/trembling patterns. Each shape may corres-
pond to a different root cause: a step change can be
caused by a device failure or congestion; a trend change
can be due to battery wear out or communication grad-
ually out of range; an oscillating change can be due to
environmental interference. It is important for a packet
monitoring and change detection method to be able to
differentiate the different shapes for effective root cause
diagnosis. This ability is lacking in the existing MSPC
approaches for high-dimensional data stream monitoring.

3. MCCNs generate high-throughput packet data; the
multicast communication creates high-dimensional data
streams. Real-time monitoring of such temporally-spa-
tially challenging networks needs highly efficient ana-
lytics algorithms. This standard can barely be satisfied
by the existing approaches.

3. SSVD-MSPC for monitoring, fault identification,
and characterization of MCCNs

3.1. Statistical representation and properties of packet
data in MCCNs

Consider an MCCN with N users/nodes. A packet can be
successfully sent from node i (called a sender) to node j
(called a receiver) if and only if three conditions are met: (i)
the packet is successfully sent by the sender; (ii) it success-
fully travels through the link between the sender and the
receiver; and (iii) it is successfully received by the receiver.
Let pSi , pLi�j, and pRj be the success probabilities for the
sender, link, and receiver, respectively. Then, the number of
through packets during a time interval Dt, xij, follows a
Binomial distribution, i.e., xij � Binomial ðn; pijÞ, where
pij ¼ pSi � pLi�j � pRj and n is the intended number of packets
sent from i to j during Dt. n can be obtained by multiplying
Dt by the packet firing rate that is known from the network
design. For example, this rate is roughly 50 packets per
second for voice transmission in mobile networks (Cisco
Systems, 2016). Under the normal operating condition (i.e.,

the “in-control” condition in MSPC terminology), pSi , p
L
i�j,

and pRj are high. The higher the QoS standard of a network,
the greater the pSi , p

L
i�j, and pRj .

Furthermore, let S and R denote the collections of send-
ers and receivers in an MCCN, respectively. S and R have
the following properties: (i) each node can send and receive
packets, which means that a sender can also be a receiver;
(ii) a sender can send packets to more than one receiver at
a time, which results in a multicast network (Williamson,
2000); (iii) a receiver can receive packets from more than
one sender. Let x be the packet data in all sender–receiver
pairs of a network, x ¼ xij : i 2 S; j 2 R

�
. x follows a multi-

variate Binomial distribution with element-wise means and
variances given in Equation (1) and a special covariance
structure in Equation (2) as a results of the aforementioned
properties (ii) and (iii)):

EðxijÞ ¼ npSi p
L
i�jp

R
j ; varðxijÞ ¼ npSi p

L
i�jp

R
j ð1� pSi p

L
i�jp

R
j Þ; (1)

Derivations to obtain Equation (2) are skipped.
Three types of faults can occur in a network: sender,

receiver, and link faults. Their respective definitions and
impacts on the distribution of x are summarized in Table
1. Table 1 The root causes could be a malfunction of a
physical communication device, which can cause sender or
receiver faults; congestion of communication channels,
which can cause link faults; environmental interferences,
such as severe weather conditions and geographic blocks,
which can cause sender, receiver, or link faults depending
on if the interferences affect a sender, receiver, or a link,
respectively. Note that Table 1 only shows the impact of
faults on the means, variances, and covariances (i.e., the
first and second moments) of the multivariate Binomial
distribution of x, whereas the faults can impact higher-
order moments.

Furthermore, even within the same type of fault, there
are subtypes corresponding to different temporal shapes of
the fault. For example, Figure 1 shows three different shapes
that can occur for a sender fault: a step change can be
caused by a device failure or congestion; a trend change can

covðxij; xkhÞ ¼
0 if i 6¼ k and j 6¼ h xij and xkh do not share the same sender or receiver

� �
n 1� pSi
� �

pSi p
R
j p

R
hp

L
i�jp

L
k�h if i ¼ k and j 6¼ h xij and xkh share the same sender but not receiver

� �

n 1� pRj
� �

pRj p
S
i p

S
kp

L
i�jp

L
k�h if i 6¼ k and j ¼ h xij and xkh share the same receiver but not sender

� �

8>><
>>:

(2)

Table 1. Definitions and impacts of sender, receiver, and link faults (# and "
represent decrease and increase from the in-control parameters, respectively).

Definition Impact on x distribution

Sender fault When sender
i is faulty, pSi #.

Exij #, varxij ", covxij; xih "

Receiver fault When receiver
j is faulty, pRj #.

Exij #, varxij ", covxij; xkj "

Link fault When link
i � j is faulty, pi�j #.

Exij #, varxij ", covxij; xih #, covxij; xkj #
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be due to battery wear out or communication gradually out
of range; an oscillating change can be due to environmental
interference.

3.2. Development of SSVD-MSPC

For QoS assurance in MCCNs, it is important to develop a
method to accomplish three tasks:

1. Monitoring, which is to analyze packet data x and fire
an alarm when the distribution of x changes from its
in-control distribution;

2. Fault identification, which is to find the faulty sender,
receiver, or link responsible for the change in
Equation (1);

3. Fault characterization, which is to estimate the temporal
shape of the change/fault in Equation (2).

To accomplish the monitoring task, we can build a control
chart on x. The true distribution of x is multivariate Binomial.
Although we may approximate x by a multivariate Gaussian,
the challenge is that changes in the distribution due to faults
are mean shifts coupled by variance and covariance changes
(see Table 1). To our best knowledge, there is no control chart
designed for detecting such complicatedly coupled changes in
a multivariate Gaussian distribution. This leaves us a few
options: One is to develop such a control chart under the
Gaussian approximation to Binomial; another is to develop a
control chart for multivariate Binomial data; the third option
is to develop a non-parametric method. We choose the third
option, due to its analytical simplicity, computational effi-
ciency, and the ease for facilitating fault identification and
characterization after the monitoring stage.

Specifically, let X be a q�m matrix that contains the
packet data within a monitoring time window. m is the win-
dow size. q is the number of sender–receiver pairs in the
network. Let xijðtÞ be an element of X that corresponds to
the sender–receiver pair i; j at time t, t ¼ 1; :::;m. Let F
denote the set of sender–receiver pairs affected by a fault.
For a pair i; j 62 F, EðxijðtÞÞ¼ np0, where p0 ¼ pS0 � pL0 � pR0
according to Section 3.1. pS0, p

L
0, and pR0 are in-control suc-

cess probabilities for senders, links, and receivers, which are

known from the network design. For a pair i; j 2 F,
ðExijðtÞÞ ¼ nðp0 � dðtÞÞ, where dðtÞ � 0 for t ¼ 1; :::;m and
there exists at least one t for which dðtÞ > 0.
ðdð1Þ; :::; dðmÞT can be of different shapes with examples
given in Figure 1. Next, focus on EðXÞ � np01q�m, which
measures the deviation of the expected packet data from
that under the in-control condition. 1q�m is a matrix of all
ones. We show in Proposition 1 that the SVD of EðXÞ �
np01q�m has only one non-zero singular value, i.e., the first
singular value. Also, the first left- and right-singular vectors
capture the faulty sender–receiver pairs and the temporal
shape of the fault, respectively. A brief introduction to SVD
and proof of Proposition 1 are provided in the
Supplemental Materials.

Proposition 1: Let sk, uk, vk be the kth singular value, left-
and right-singular vectors for the SVD of EðXÞ � np01q�m.
Let F denote the cardinality of F. Then, (a) s1 > 0 and

s1 ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiPm

t¼1 ½ndðtÞ�2
q

� jFj; sk ¼ 0 for k > 1; (b) u1 ¼
u1;ij : i 2 S; j 2 R

�
where u1;ij ¼ 1

jFj if i; j 2 F and u1;ij ¼ 0

otherwise; (c) v1 ¼ �1ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiPm

t¼1
½dðtÞ�2

p ðdð1Þ; :::; dðmÞÞT .
Proposition 1 suggests that we may use s1 as a monitoring

statistic, use u1 to locate faculty sender–receiver pairs, which
further allow us to identify which sender, receiver, or links are
at fault, and use v1 to characterize the temporal shape of the
fault. A practical challenge, however, is that the packet data
we have is X not EðXÞ. To account for the stochastic nature
of X, we propose the following modifications on the results in
Proposition 1 to accomplish the three tasks of monitoring,
fault identification, and fault characterization. By an abuse of
notation, we re-use s1, u1, and v1 to denote the first singular
value, left- and right-singular vectors of X� np01q�m.

3.2.1. Monitoring
Due to the stochastic nature of X, s1 is not zero even under
the in-control condition. Therefore, we cannot use zero as
the Upper Control Limit (UCL) for s1 to alarm for out-of-
control conditions. Note that there is no Lower Control
Limit (LCL) since s1 � 0 by definition of SVD. Also, s1 does
not follow any known parametric distribution, because the
SVD is performed on data from a multivariate Binomial

Figure 1. Step (left), trend (middle), and oscillating (right) changes of the fault in MCCNs (t� indicates the change point).
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distribution. We propose a non-parametric approach.
Specifically, we develop a simulation platform that takes net-
work design information as input, including a sender–
receiver correspondence matrix, C, and the in-control suc-
cess probabilities for the senders, links, and receivers, pS0, p

L
0 ,

and pR0 , and generate packet data X under the in-control
condition. Then, SVD will be performed on X� np01q�m to
obtain s1. As the simulation is performed offline, we can
run it long enough to collect a large number of samples for
s1, which will further allow us to obtain the empirical in-
control distribution of s1 and use the ð1� aÞth percentile of
the distribution as the UCL. a is a pre-selected Type I error
probability. Denote the UCL by UCLs1ðaÞ. Next, we discuss
the details of the simulation platform:

From the sender–receiver correspondence matrix, C, we
can know the set of receivers for each sender i. Let Ri

denote the receiver set and jRij be the number of receivers.
For each intended packet that is to be sent from sender i to
its receivers, the first step is to determine if the packet is
successfully sent out. This is done by generating a Bernoulli
sample with probability pS0. If the sample is zero, label the
packet as “failed.” Otherwise, make jRij copies of the packet
and assign one copy to each link i� j, j 2 Ri. This follows
from the design of multicast networks. The second step is to
determine if the packet (copy) assigned to link i� j success-
fully travels through the link and is successfully received by
receiver j. To achieve this, sample from a Bernoulli distribu-
tion with probability pL0. If the sample is zero, label the
packet as “failed.” Otherwise, sample from a Bernoulli distri-
bution with probability pR0 . If the sample is zero, label the
packet as “failed.” Otherwise, label it as “through.” Applying
this two-step procedure to n intended packets, we can
obtain the number of through packets for each sender–re-
ceiver pair of the network, which composes one column of
X. Other columns of X can be generated in the same way.

For online monitoring of real-time generated packet data
in an MCCN, X, we can compute the first singular value s1
of X� np01q�m using the “dgesdd” routine from Linear
Algebra PACKage (LAPACK) (Anderson et al., 1999).
“dgesdd” is a very efficient algorithm for computing singular
values of a matrix without having to carry out the complete
SVD (Blackford, 1999). Then, the s1 is compared with the
UCLs1ðaÞ obtained from offline simulation. If s1 > UCLs1ðaÞ,
it is an indication for an out-of-control condition or a
potential fault happening in the network. This will trigger
the subsequent fault identification and characterization.

3.2.2. Fault identification

Proposition 1 implies that we may use the non-zero ele-
ments of u1 to locate faulty sender–receiver pairs. However,
because the SVD is performed on X� np01q�m not
EðXÞ � np01q�m, no element of u1will be exactly zero. To
overcome this problem, we propose an SSVD to obtain a
sparse estimator for u1. Recall that the regular SVD esti-
mates u1by solving the following optimization problem:

ŝ1; û1; v̂1 ¼ arg min
s1;u1;v1

X�np01q�m � s1u1v
T
1

�� ��2
F;

s: t: ku1k2 ¼ 1; kv1k2 ¼ 1; s1 � 0; (3)

where jj � jj 2
F is the squared-Frobenius norm of a matrix

and jj � jj 2 is the l2-norm of a vector. To impose sparsity on
the estimation for u1, SSVD solves the following l1-penalized
optimization:

u
�s
1; v

�
1 ¼ argmin

us1;v1
X�np01q�m�us1v

T
1

�� ��2
F
þkkus1k1; (4)

where us1 ¼ s1u1, jj � jj 1 is the l1-norm, and k is a tuning par-
ameter. Adding the l1-penalty to us1 not u1 makes the optimiza-
tion easier to solve, as it relaxes the unity constraint on u1.
Equation (4) also relaxes the unity constraint on v1; as our pur-
pose here is not to perform an SVD, but rather use the non-
zero elements in u

�s
1 to locate faulty sender–receiver pairs.

The optimization problem in Equation (4) can be solved
by alternating between two sub-problems until convergence.
That is, given us1, Equation (4) becomes:

v�1 ¼ argmin
v1

X�np01q�m � us1v
T
1

�� ��2
F; (5)

which can be solved analytically, i.e., v�1 ¼ X�np01q�m
Tus1.

Given v1, Equation (4) becomes:

us�1 ¼ argmin
us1

X�np01q�m � us1v
T
1

�� ��2
Fþk us1

�� ��
1

¼ argmin
us1

X� np01q�m

�� ��2
F

þ
Xq

i¼1
us1i2� 2us1i X�np01q�mð Þv1ð Þi þ k us1i

		 		g;�

where us1i is the ith element of us1. This suggests that we can
minimize each us1i separately by solving q optimization prob-
lems in the form of Equation (6):

us�1i ¼ argmin
us1i

us1i
� �2� 2us1i X�np01q�mð Þv1ð Þiþ kjus1ij; (6)

i¼ 1; :::;q. Furthermore, Proposition 2 shows that Equation
(6) has a closed-form solution, the proof of which uses the
KKT condition and is skipped due to space limitations.

Figure 2. The SSVD algorithm for fault identification.
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Proposition 2. The minimizer of the optimization problem
in Equation (6) is us�1i� ¼ sign

�
X�np01q�mð Þv1ð Þi


 j X�ðð�
np01q�mÞ v1Þij�0:5kþ. That is,

us1i¼
X�np01q�mð Þv1ð Þi�0:5k; if X�np01q�mð Þv1ð Þi�0:5k
X�np01q�mð Þv1ð Þiþ0:5k; X�np01q�mð Þv1ð Þi<�0:5k

0; otherwise
:

8<
:

Next, we discuss the selection of the tuning parameter k.
This problem is known as “model selection” in statistics.
Common model selection criteria include the Bayesian
Information criterion (BIC), AIC, and cross-validation. In
this article, as our SSVD formulation is similar to LASSO,
we follow the suggestion by Zou et al. (2007) and adopt
BIC. The BIC for our model in Equation (4) is:

BICk ¼
jjX�np01q�m�u

�s
1v
�T
1 jj2F

qmr̂2
OLS

þ d̂f k
log qmð Þ

qm
; (7)

where d̂f k is the number of degrees of freedom of u
�s
1, i.e.,

the number of non-zero elements in u
�s
1. r̂

2
OLS is the ordinary

least squares estimator for the error variance r2 as in the
regression model Y ¼ u

�sT
1 ðIq 	 v

�T
1 Þ þ e, e � Nð0; r2IqmÞ,

where Y is the concatenation of all row vectors from matrix
X�np01q�m and 	 denotes the Kronecker product.

Finally, we summarize the algorithm for solving SSVD in
Figure 2. Note that although the algorithm also produces an
estimate for v1, it is not useful for fault identification.
Therefore, we may only output u

�s
1 in which the non-zero ele-

ments correspond to faulty sender–receiver pairs in the net-
work. The algorithm is very efficient because it iterates
between two sub-optimization problems that both can
be solved analytically. Also, the algorithm is guaranteed to
converge because the sub-optimization problems are
both convex.

3.2.3. Fault characterization
Once the faulty sender–receiver pairs are identified by the
SSVD algorithm, we can further find out if those pairs share
the same sender (a sender fault) or the same receiver (a
receiver fault), or are a group of individual links. Fault char-
acterization aims to estimate the temporal shape of the fault.
To achieve this, we transform u

�s
1 estimated by the SSVD

algorithm into a 0/1 indicator vector u0=11 by keeping the
zero elements and changing the nonzero elements to one.
Then, we insert u0=11 into Equation (5) and solve for v1, i.e.,
�v1 ¼ X�np01q�m

Tu0=11 . It is straightforward to prove that �v1
is the average temporal profile of the sender–receiver pairs
corresponding to elements ones in u0=11 , i.e., the faulty pairs
identified by SSVD. Furthermore, we can visually inspect
the average temporal profile or use more rigorous hypoth-
esis testing to characterize the shape of the profile (e.g., step,
trend, oscillating functions of time).

Finally in this section, we summarize the SSVD-MSPC
method for monitoring, fault identification, and fault char-
acterization of packet data of MCCNs in Figure 3. figure 3

4. Case studies

Our industrial collaborator is a company that performs test-
ing of MCCNs before they are deployed in the field. Due to
the sensitive nature of the products, we cannot use the real
data generated from the testing, rather we simulate data
based on knowledge about the design and configuration of
the MCCNs. There are three sizes of MCCNs: small,
medium, and large. A medium-sized MCCN typically
includes 10–20 nodes and is the most common. We con-
sider a 15-node medium-sized MCCN in our experiments.
As each node can be a sender and receiver, a 15-node
MCCN includes 210 sender–receiver pairs for which the
packet data needs to be monitored. We also consider a small

Figure 3. SSVD-MSPC for monitoring, fault identification, and fault characterization of packet data in MCCNs.
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five-node MCCN that includes 20 sender–receiver pairs and
a large 50-node MCCN that includes 2450 sender–receiver
pairs. Each node is a mobile device that can transmit voice.
The transmission rate is 50 packets per second, i.e., n ¼ 50.
Furthermore, based on the network design, the in-control
success probabilities for senders, links, and receivers are
pS0 ¼ pL0 ¼ pR0 ¼ 0:97. Based on the aforementioned parame-
ters, we can obtain the control limit UCLs1a offline by fol-
lowing the steps on the left-hand side of Figure 3.
Specifically, a ¼ 0:002 is used in our experiments, which
corresponds to an in-control average run length (ARL0) of
500. Consequently, we get UCLs1ð0:002Þ ¼ 11.17, 24.56, and
66.69 for the MCCNs of 5, 15, and 50 nodes, respectively,
under a monitoring window of m ¼ 10 seconds.

4.1. Performance of SSVD-MSPC in monitoring MCCNs

We compare the performance of SSVD-MSPC with the
method by Zou and Qiu (2009), which integrated adaptive
LASSO with EWMA, referred to as LASSO-EWMA here-
after. LASSO-EWMA is the best-known method in the mod-
ern MSPC literature for monitoring high-dimensional data
streams. Since SSVD-MSPC is a Shewhart-type approach
that computes the monitoring statistic solely from each
monitoring window (rather than from all past windows), the

best benchmark approach is LASSO-EWMA with k ¼ 1 (i.e.,
no memory effect in the EWMA). We conduct comprehen-
sive experiments to compare SSVD-MSPC and LASSO-
EWMA (k ¼ 1). Additionally, we compare SSVD-MSPC
with LASSO-EWMA (k 6¼ 1) and another popular MSPC
approach for monitoring high-dimensional data streams
called Tmax on selected experiments due to space limit. All
methods are implemented using the R programming lan-
guage. The “lars” package is used to find the transition
points needed to compute the test statistic in LASSO-
EWMA; the “base” package is used to compute the test stat-
istic (i.e., the first singular value) in SSVD-MSPC.

4.1.1. Comparison between SSVD-MSPC and LASSO-
EWMA (k¼ 1)
As the competing methods were developed to detect step
changes, we focus on step changes in the experiments.
Specifically, packet data is generated with an out-of-control suc-
cess probability of 0:97� Dp for whichever sender, receiver, or
link is at fault. We set Dp ¼ 0:1; 0:09; 0:08; 0:07; 0:06;
0:05; 0:04 in order to assess the performance of SSVD-MSPC
over a wide range of change/fault magnitudes. We focus on
sender and link faults, because receiver faults impact packet
data distribution in the same way as sender faults (see Table 1).
For sender faults, we randomly select one sender in the MCCN

Figure 4. Comparison between true (black triangles) and estimated (yellow circles) temporal shapes of the faults.
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to be faulty. Since a sender can send packets to all other nodes
in the network, a sender fault will introduce changes to 4, 14,
and 49 sender–receiver pairs in the 5-, 15-, and 50-node
MCCNs, respectively. For link faults, we randomly select a sub-
set of sender–receiver pairs within each network to be faulty.
To allow for comparison between sender and link faults, we
choose the subset size of link faults to 4, 14, and 49 for the
three MCCNs, respectively.

For each type of fault (sender or link) with a specific change
magnitude Dp, we run SSVD-MSPC and LASSO-EWMA
(k ¼ 1) on the simulated packet data and record the run length
and CPU time it takes each method to detect the change. We
repeat this experiment for 200 times. The results are summar-
ized in Tables 2 and 3. Table 2 shows that SSVD-MSPC is
highly scalable, i.e., the computational time only increases min-
imally from a small network to a large network. Even for the
large network, SSVD-MSPC is able to detect faults very quickly
(�0.001 seconds). In contrast, LASSO-EWMA is significantly
slower and non-scalable. In particular, LASSO-EWMA is unable
to detect faults in the large MCCN within a reasonable time-
frame: about 740 seconds (12minutes) are needed to produce
the test statistic for each monitoring window. This performance

is expected because the computational complexity of LASSO-
EWMA is Oðqmþ q3Þ, where q is the number of sender–
receiver pairs in an MCCN, while SSVD-MSPC is only Oðq2Þ.

Furthermore, Table 3 shows that SSVD-MSPC and
LASSO-EWMA have similar ARL1 performance in detecting
sender/link faults for the small MCCN. For detecting sender
faults in the medium MCCN, the performance of LASSO-
EWMA is substantially worse. This is because a sender fault
changes both the mean and covariance structure of packet
data but LASSO-EWMA was design for detecting mean
changes. For detecting link faults in the medium MCCN,
the performance of LASSO-EWMA is comparable to SSVD-
MSPC. This is because the sender–receiver pairs affected by
the link fault do not share senders or receivers, so that the
covariance change of package data is not large enough to
badly hurt LASSO-EWMA. Nevertheless, we can observe
performance worsening of LASSO-EWMA as the fault mag-
nitude becomes smaller. For fault detection in the large
MCCN, LASSO-EWMA is incapable of returning results
within a reasonable timeframe. Overall, SSVD-MSPC has an
excellent ARL1 performance across both sender and link
faults and across different fault magnitudes.

Table 2. Average CPU time (seconds) of fault/change detection. (Computer configuration: 4-core Intel Core i7 2.2GHz CPU with Mac OS X platform. Standard
deviation of the CPU time is very small and therefore not shown for clarity of presentation.)

Fault/change magnitude Dp

Small MCCN (5 nodes) Medium MCCN (15 nodes) Large MCCN (50 nodes)

SSVD-MSPC LASSO-EWMA (k ¼ 1) SSVD-MSPC LASSO-EWMA (k ¼ 1) SSVD-MSPC LASSO-EWMA (k ¼ 1)

Sender fault
0.1 <0.001 0.004 <0.001 0.216 0.001 �
0.09 <0.001 0.004 <0.001 0.218 0.001 �
0.08 <0.001 0.004 <0.001 0.210 0.001 �
0.07 <0.001 0.004 <0.001 0.215 0.001 �
0.06 <0.001 0.004 <0.001 0.216 0.001 �
0.05 <0.001 0.004 <0.001 0.215 0.001 �
0.04 <0.001 0.004 <0.001 0.212 0.001 �

Link fault
0.1 <0.001 0.004 <0.001 0.258 0.001 �
0.09 <0.001 0.004 <0.001 0.239 0.001 �
0.08 <0.001 0.004 <0.001 0.221 0.001 �
0.07 <0.001 0.004 <0.001 0.220 0.001 �
0.06 <0.001 0.004 <0.001 0.208 0.001 �
0.05 <0.001 0.004 <0.001 0.222 0.001 �
0.04 <0.001 0.004 <0.001 0.227 0.001 �

Table 3. Run length performance of fault/change detection: ARL1 (standard deviation).

Fault/change magnitude Dp

Small MCCN (5 nodes) Medium MCCN (15 nodes) Large MCCN (50 nodes)

SSVD-MSPC LASSO-EWMA (k ¼ 1) SSVD-MSPC LASSO-EWMA (k ¼ 1) SSVD-MSPC LASSO-EWMA (k ¼ 1)

Sender fault
0.1 1.00(0.00) 1.00(0.00) 1.00(0.00) 2.02(0.20) 1.00(0.00) �
0.09 1.00(0.00) 1.00(0.00) 1.00(0.00) 4.20(0.44) 1.00(0.00) �
0.08 1.00(0.00) 1.00(0.00) 1.00(0.00) 8.48(1.06) 1.00(0.00) �
0.07 1.00(0.00) 1.02(0.02) 1.00(0.00) 27.60(3.21) 1.00(0.00) �
0.06 1.04(0.03) 1.00(0.00) 1.02(0.02) 105.48(14.67) 1.04(0.03) �
0.05 1.08(0.05) 1.06(0.03) 1.04(0.02) 130.46(18.61) 1.24(0.08) �
0.04 1.20(0.09) 1.20(0.08) 1.22(0.09) 131.36(18.49) 1.62(0.15) �

Link fault
0.1 1.00(0.00) 1.00(0.00) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.09 1.00(0.00) 1.00(0.00) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.08 1.00(0.00) 1.00(0.00) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.07 1.00(0.00) 1.00(0.00) 1.00(0.00) 1.12(0.05) 1.00(0.00) �
0.06 1.00(0.00) 1.00(0.00) 1.00(0.00) 1.18(0.07) 1.00(0.00) �
0.05 1.00(0.00) 1.02(0.02) 1.08(0.05) 1.60(0.15) 1.22(0.08) �
0.04 1.24(0.07) 1.14(0.05) 1.42(0.10) 2.84(0.30) 3.44(0.33) �
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4.1.2. Comparison between SSVD-MSPC and LASSO-
EWMA (k 6¼ 1) and Tmax

k in LASSO-EWMA is chosen to be 0.2 as used by Zou and
Qiu (2009). Due to space limits, we only include the results
with a relatively large or small fault magnitude, i.e., Dp ¼
0:1 and 0.05 in a medium 15-node MCCN. Table 4 show
the ARL1 performance for different methods.

As shown in Table 4, the SSVD-MSPC and Tmax algo-
rithms have almost perfect ARL1 performance. Compared to
that, the performance of LASSO-EWMA is relatively worse,
especially in sender faults with k ¼ 1. Another finding is
that when k ¼ 0:2, the performance of LASSO-EWMA
improved significantly in sender faults, due to one of the
advantages of EWMA. However, such improvement did not
happen in the link faults.

4.2. Performance of SSVD-MSPC in fault identification

Fault identification occurs after the monitoring phase, i.e.,
once a change is detected, packet data in the current moni-
toring window is analyzed to identify the faulty

sender–receiver pairs that are responsible for the change,
which will further help trace to the faulty sender, receiver, or
links. We assess the fault identification accuracy of SSVD-
MSPC in comparison with LASSO-EWMA (k ¼ 1). We
compute two accuracy metrics: sensitivity measures the pro-
portion of faulty sender–receiver pairs correctly identified as
such; specificity measures the proportion of non-faulty send-
er–receiver pairs correctly identified as such. Table 5 summa-
rizes the results. SSVD-MSPC achieves a superior specificity
across sender and link faults and across different fault magni-
tudes. The sensitivity of SSVD-MSPC is also universally high,
except for the link fault with the smallest magnitude (i.e.,
Dp ¼ 0:04). In contrast, LASSO-EWMA has difficulty balanc-
ing between sensitivity and specificity. For example, it
achieves high sensitivity for the small MCCN at the price of
low specificity, and achieves high specificity for the medium
MCCN at the price of low sensitivity. This observation holds
for both sender and link faults.

Additionally, in parallel to Section 4.1.2, we assess the
fault identification accuracy of SSVD-MSPC in comparison
with LASSO-EWMA (k ¼ 0:2) in a medium MCCN with
fault magnitude Dp ¼ 0:1 and 0.05. The result is shown in

Table 4. Run length performance of fault/change detection for medium MCCNs: ARL1 (standard deviation).

Fault type Fault/change magnitude Dp SSVD-MSPC LASSO-EWMA (k ¼ 1) LASSO-EWMA (k ¼ 0:2) Tmax
Sender

0.1 1.00(0.00) 2.02(0.20) 1.84(0.03) 1.00(0.00)
0.05 1.04(0.03) 130.46(18.61) 4.21(0.07) 1.01(0.01)

Link 0.1 1.00(0.00) 1.00(0.00) 1.59(0.03) 1.00(0.00)
0.05 1.08(0.05) 1.60(0.15) 3.07(0.06) 1.00(0.00)

Table 5. Fault identification accuracy: mean (standard deviation).

Fault/change magnitude Dp

Small MCCN (5 nodes) Medium MCCN (15 nodes) Large MCCN (50 nodes)

Fault type SSVD-MSPC LASSO-EWMA (k ¼ 1) SSVD-MSPC LASSO-EWMA (k ¼1) SSVD-MSPC LASSO-EWMA (k ¼1)

Sender (sensitivity)
0.1 1.00(0.00) 1.00(0.00) 1.00(0.00) 0.07(0.02) 1.00(0.00) �
0.09 1.00(0.00) 1.00(0.00) 1.00(0.00) 0.04(0.01) 1.00(0.00) �
0.08 1.00(0.00) 1.00(0.00) 1.00(0.00) 0.06(0.01) 1.00(0.00) �
0.07 1.00(0.00) 1.00(0.00) 1.00(0.00) 0.05(0.01) 1.00(0.00) �
0.06 1.00(0.00) 1.00(0.01) 1.00(0.00) 0.03(0.01) 1.00(0.00) �
0.05 0.95(0.02) 0.99(0.02) 0.97(0.01) 0.03(0.01) 0.99(0.00) �
0.04 0.82(0.04) 0.97(0.03) 0.90(0.02) 0.02(0.01) 0.97(0.01) �

Sender (specificity)
0.1 1.00(0.00) 0.56(0.02) 1.00(0.00) 0.99(0.00) 1.00(0.00) �
0.09 1.00(0.00) 0.56(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.08 1.00(0.00) 0.57(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.07 1.00(0.00) 0.54(0.02) 1.00(0.00) 1.00 (0.00) 1.00(0.00) �
0.06 1.00(0.00) 0.58(0.02) 1.00(0.00) 1.00 (0.00) 1.00(0.00) �
0.05 1.00(0.00) 0.59(0.02) 1.00(0.00) 1.00 (0.00) 1.00(0.00) �
0.04 1.00(0.00) 0.57(0.02) 1.00(0.00) 1.00 (0.00) 1.00(0.00) �

Link fault (sensitivity)
0.1 1.00(0.00) 1.00(0.00) 1.00(0.00) 0.37(0.03) 1.00(0.00) �
0.09 1.00(0.00) 1.00(0.00) 1.00(0.00) 0.36(0.03) 1.00(0.00) �
0.08 1.00 (0.01) 1.00(0.00) 1.00(0.00) 0.26(0.02) 1.00(0.00) �
0.07 0.98(0.01) 1.00(0.00) 0.99(0.00) 0.24(0.02) 0.99(0.00) �
0.06 0.90(0.03) 1.00(0.00) 0.94(0.01) 0.19(0.02) 0.96(0.01) �
0.05 0.72(0.03) 1.00(0.01) 0.83(0.02) 0.17(0.01) 0.87(0.01) �
0.04 0.55(0.03) 0.93(0.03) 0.62(0.02) 0.16(0.01) 0.69(0.02) �

Link fault (specificity)
0.1 1.00(0.00) 0.76(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.09 1.00(0.00) 0.75(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.08 1.00(0.00) 0.74(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.07 1.00(0.00) 0.75(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.06 1.00(0.00) 0.76(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.05 1.00(0.00) 0.72(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
0.04 1.00(0.00) 0.77(0.02) 1.00(0.00) 1.00(0.00) 1.00(0.00) �
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Table 6. Note that the Tmax (Tartaovsy et al., 2006 method
focuses on monitoring and fault detection but not fault
identification. Therefore, it is not comparable to SSVD-
MSPC in this capability.

Similar to the results shown in Table 4, the SSVD-MSPC
algorithm outperforms both LASSO-MSPC settings. We also
notice that when k ¼ 0:2, the performance of LASSO-MSPC
is slightly improved in terms of sender faults. However, a
similar decrease happens for the sensitivity in link faults.

4.3. Performance of SSVD-MSPC in monitoring, fault
identification and characterization for different
temporal shapes of the fault

Following fault identification, fault characterization is per-
formed in order to estimate the temporal shape of the fault.
Sections 4.1 and 4.2 focused on the temporal shape that is a
step change. In this section, we conduct extended experiments
to include three typically occurring shapes in MCCNs, i.e.,
step, trend, and oscillating changes. Taking a sender fault as an
example, a step change is a time-unvarying decrease of the in-
control success probability of the sender, i.e., from pS0 to
pS0 � Dp. Without loss of generality, we consider a linear trend
change that decreases pS0 to pS0 � atpS0. An oscillating change
decreases pS0 to pS0 � rðtÞpS0, where rðtÞ is a random variable.
The magnitude of a step change is just Dp, whereas the magni-
tude of a trend or oscillating change is not as obvious. For the
convenience of presentation of results, we define the magni-
tude of a trend/oscillating change as the average change

magnitude within the monitoring window. Two magnitudes
are focused on in our experiment: 0.1 and 0.05 represent large
and small changes, respectively. Also, we focus on sender faults
in the medium MCCN, and report the performance of SSVD-
MSPC in monitoring (ARL1), fault identification (sensitivity
and specificity), and fault characterization (cosine similarity
between the true and estimated temporal shapes) in Tables 7
to 9 and Figure 4. LASSO-EWMA is not performed in this
experiment, as it was not designed for detecting and character-
izing trend and oscillating faults. The results show an excellent
performance of SSVD-MSPC in monitoring, fault identifica-
tion, and characterization across different fault magnitudes and
different temporal shapes of the faults.

4.4. Sensitivity analysis

4.4.1. Dependency between sender and receiver
probabilities
MCCNs typically adopt separate modules for sending and
receiving on the same node/device. This is a safeguard to
minimize failures, i.e., when the sending (receiving) function
is affected, the receiving (sending) function can still be
intact. On the other hand, there are occasions, such as
severe weather conditions that may simultaneously affect
both functions of the device. To show the performance of
SSVD-MSPC under this dependent failure condition, we
conduct an experiment on a medium MCCN with the faults
being a step change that affects both the sending and receiv-
ing probabilities of a device. The result is shown in Table
10. Compared with previous results under the independent
assumption, the ARL1 performance does not change. The
fault identification sensitivity and specificity are also high,
with a slight decrease in sensitivity under the small fault
magnitude of Dp ¼ 0:05 from 1 (independent case) to 0.96
(dependent case).

4.4.2. Autocorrelation in package data
In this section, we investigate how autocorrelation in packet
data may affect the performance of SSVD-MSPC. We follow
the approach of Al-Osh and Alzaid (1991) and generate
autocorrelated Binomial data in the following way. Recall
that xijðtÞ denotes the number of through packets out of n
intended packets between sender i and receiver j at time t.
To generate xijðt þ 1Þ, there are three steps:

Step 1. l packets are randomly selected from the n intended
packets at time t. Denote the number of through packets
in the l packets by cijðt þ 1Þ.

Table 6. Fault identification accuracy of medium MCCNs: mean (standard deviation).

SENSITIVITY SPECIFICITY

Fault type
Fault/change
magnitude Dp SSVD-MSPC LASSO-EWMA (k ¼ 1) LASSO-EWMA (k ¼ 0:2) SSVD-MSPC LASSO-EWMA (k ¼ 1) LASSO-EWMA (k ¼ 0:2)

Sender fault
0.1 1.00(0.00) 0.07(0.02) 0.06(0.00) 1.00(0.00) 0.99(0.00) 1.00(0.00)
0.05 0.97(0.01) 0.03(0.01) 0.05(0.00) 1.00(0.00) 1.00 (0.00) 1.00(0.00)

Link fault
0.1 1.00(0.00) 0.37(0.03) 0.07(0.00) 1.00(0.00) 1.00(0.00) 1.00(0.00)
0.05 0.83(0.02) 0.17(0.01) 0.07(0.00) 1.00(0.00) 1.00(0.00) 1.00(0.00)

Table 7. Run length performance of SSVD-MSPC: ARL1 (standard deviation),
for three temporal shapes of faults.

Fault/change magnitude Step change Trend change Oscillating change

0.1 1.00(0.00) 1.00(0.00) 1.00(0.00)
0.05 1.04(0.02) 1.02(0.02) 1.00(0.00)

Table 8. Fault identification accuracy for three temporal shapes of faults.

Fault/change magnitudeStep changeTrend changeOscillating change

Sensitivity
0.1 1.00(0.00) 1.00(0.00) 1.00(0.00)
0.05 0.97(0.01) 0.99(0.00) 1.00(0.02)

Specificity
0.1 1.00(0.00) 1.00(0.00) 1.00(0.00)
0.05 1.00(0.00) 1.00(0.00) 1.00(0.00)

Table 9. Cosine similarity between estimated and true temporal shapes.

Fault/change magnitude Step change Trend change Oscillating change

0.1 1.00 1.00 1.00
0.05 1.00 1.00 1.00
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Step 2. Sample from Binomial ðn� l; pijÞ and denote the
sample result by eijðt þ 1Þ.

Step 3. let xijðt þ 1Þ ¼ cijðt þ 1Þ þ eijðt þ 1Þ.

It is clear that the autocorrelation is induced by step 1,
i.e., by copying the binary status of l randomly selected
packets at the previous time point to the current time point.
In this way, the autocorrelation function is l=nk, where k is
the lag/order (Al-Osh and Alzaid (1991). We choose l ¼
5; 15; :; 45 and n ¼ 50 (as in previous experiments) in this
experiment, which results in the first-order autocorrelation
functions being 0:1; 0:3; :::; 0:9. The experiment is con-
ducted on a medium MCCN with the fault being a step
change that affects a sender. Table 11 summarizes the
results. It can be seen that the performance of SSVD-MSPC
is quite robust to autocorrelation by keeping all ARL1, sensi-
tivity, and specificity at high levels that are comparable to
previous results without considering autocorrelation.

5. Conclusion

We proposed SSVD-MSPC for the monitoring, fault identifi-
cation, and fault characterization of high-dimensional packet
data in MCCNs. These capabilities are critically important
for QoS assurance of MCCNs whose malfunction or failure
will result in serious social, economic, and/or security
impacts. We showed that SSVD-MSPC is highly efficient
and scalable in monitoring high-dimensional high-through-
put packet data, and has excellent ARL performance for
detecting faults of different magnitudes in small, medium,
and large networks. SSVD-MSPC also achieved high accur-
acy in fault identification and in differentiation of different
temporal shapes of the fault. Future work may include
applying SSVD-MSPC to other domains that generate high-
dimensional data streams with complicated data distribu-
tions and correlation structures and where efficient online
monitoring and fault detection is much needed. Also, more
in-depth theoretical studies may be performed on the fault
identification component within the SSVD-MSPC frame-
work to explain how the excellent performance compares
with existing methods such as LASSO-EWMA.
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